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MH¢opmauM0HHble TEXHOJIOrUN

ECKENCUETEMC

Pemenune npo6Jiem BoiBoa oT4eToB B MS Excel n3 nporpammsi
3apmara-KC, Kagpei-KC

Yame Bcero mpoOnembl cBsizaHbl ¢ orpanuueHuem mpas MS Excel, OC
Windows 1 aHTUBUPYCHO# MPOTPaMMOA.

Jlist permeHuss MpoOJeMbl BBITOTHUTE 110 OYEPEIU OIMCAHHBIC HIKE
neiictBus. Ilocne kaxmoro nedcTBUs TpoBephTe (GopmupoBaHue oTdera. Ecim
otueT He popmupyercs B MS EXcel, To mpuctynaiite K cieayromemMy AeHCTBHIO.

1. MpoBepbTe, He BUCUT in npouecc MS Excel B namaTn KomnbtoTepa.
3anyctute Jlucmerdyep 3agay U Ha Briaake lIpuioskenuss Haiigute u
3aKkpoiiTe npoioxenue Excel.

-

18 mcnetuep 3agad Windows = | [ -

Dain [Napametpel Bug Owkna Cnpaeka

MprnoseHrs |I'Ipoue::ﬂ:-| | CnyBil | BeicTpogeicTeEme | CeTb I I'Iunb3uE:aTenM|

3anad4a : CocTos...

[243559549@qip.ru] - OkHO C...  PaboTaeT

%% 1CQ PaboTaeT

3anmcKM PaboTaeT

S 3aprinaTaKC [ksdb2lsgl2012\...  Pafotaet
r {Excel PaboTaeT

2. lpoBepbTe pa3pelleHmne B Excel Ha 3anyck makpocoB VBA 1 fobaBbTe B
HagexHble pacnonoxkeHuna Excel pabouyto nanky MK 3apnnata-KC

B nporpamme Excel BeiGepute myHkT MeHio Ilapamerpsbl
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nmbopmauuom-lble TEXHOJIOrUN

L KEVWCNCTEME

[El*’?‘(“‘ﬁ:d_ijh

IhaeHaa Bcraska PazmeTka CcTpaHuubl DQopmynel |

|&l Coxpanuts
MocnearHue KHUrK
CoxpaHuTb Kak

S b FORM-T54
[ M Qv l} ] SHlY  C:\Program Files\KS\smeta
[ 3akpuTe x| | 6ndfl15
C:\Program Files\KS\smeta
CeegeHun

@‘ vm_by_account_alb_2

(&¥ | C\Users\Buh-6\AppData\L
@) \mbvaccountab
ﬁl C:\Users\Buh-6\AppData\L

@ 4, anpens 2016
[EH

\\Server-kc\kav\OBMEN\H
IXJ anpens 2016r
[Em PaBoyui cton

Lgl j PEHECTP NIbIOTUP LAT T
[Eiml

Co3aatb
Meyatb

COXpaHUTL i OTNPABUTL

\\Server-kc\kav\OBMEN
@ plat_20
C C\Users\Buh-6\AppData‘L
I 2] Napametpm
(| plat19
Beixog @ C:\Users\Buh-6\AppData\L

£ blat 18

Cnpaeka

3arem BbiOepuTe BKIaAKy LleHTp ynpaBiieHusi 6e301acHOCTHIO
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Mapamertpei Excel

MH¢opM3uM0HHble TEeXHONIorum

L KEVWCNCTEME

MaHene 6riCTpOro gocryna

Haacrponku

[Ll,en*rp ynpasneHua 6e3onacnocrbno|

Obwwue ] [
: OCHOBHbIE NapameTpbl AnA paboTsl ¢ Excel.

Qopmynel

Npasonucaxue MapameTpbi NONb30BaTENbCKOTO UHTEpdEelica

CoxpaHeHue MoKaskEaTe MMHU-NaHENb MHCTPYMEHTOE NP BHIAENEHUM (1)

o BKAOYNTE AMHAMWUYECKWMI NPOCMOTP (i)

3bIK p

LieeToBas cxema: | Cepebpucran E]

JononHUTENbHO Ctune ) ]
BCNALIBAK WX MoKa3blBaTh yAy4WeHHEIE BCNALIEAIOWME NOACKAZKKN E]

HacTpoika AenHThl N0ACKa30K: c

Mpu co3aaHnM HOBbIX KHUT

WpuoT: :‘LLIpuq;'r TeKcTa El

Pazmep: 11 EI

:%ﬁf MCNOAb3YEMBIM MO YMOAYAHWIO ANA HOBLIX OBLIMHBIN PexUm |ZI

Yucno ancros: 1 e

JinuHan HacTpoiika Microsoft Office

Wma nonssosatena: Buh-6

3ateMm HaXXMUTE
0€30IACHOCTBIO

[ OK ] [ OTtmeHa

kHoriky  IlapameTpbl  meHTpa  ynpaBJ/ieHUsi
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L KEVWCNCTEME

I

Mapamerpei Excel
wue @ ObecneyeHue H6e30NacHOCTH AOKYMEHTOE, a Takke 6e30NacHoCTH U
paboTocnocoBHOCTH KOMNbIOTEPA.
0pMyNbI
Mpasonucanue 3awmnTa KOHPUAECHUNANBHOCTH
CoxpaHeHue Kopnopauua MaitkpocodT 3a60TUTCA 0 Balwei KOHPUAEHUNANBHOCTH, YTOBEI NOAYYUTE
AONONHUTENbHBIE CBeAeHWA 0 TOM, Kak Microsoft Excel nomoraer coxpaHuTb
A3biK KOHQUAEHUWMANBHOCTb, CM. 3a8BNEHNE 0 KOHDUAEHUMANBHOCTH.
J0nOAHUTENBHO NokazaTts 3aaeneHune 0 koHduaeHunansHocru Microsoft Excel

HacTpoiika neHTol

MaHenb 6uicTpOro gocryna

Haﬂcrgoﬁkw

3aseneHue o koHpuaeHumanbHocru Office.com

Mporpamma yayqwerus kavecrsa NO

besonacHOCTb U Apyrue csefeHns

LieHTp ynpasaeHna 6e30NacHOCTbIO

JononHUTENBHEIE CBEAEHWA O 3aLNTE KOHPUAEHUMAABHOCTH U BE30N3CHOCTH Ha CaiTe
Office.com.

Co3gaHue 3aWmnueHHbIX MHO OPMAUMOHHBIX CUCTEM

BaeHua 6esonacHocTbro Microsoft Excel

LeHTp ynpasne!
6e30NacHOCTBIO COAe

napameTpel 6230NacHo
KOHOUAEHUWNANBHOCTH,

™

napameTpel MOMOraloT [ MNapameTpel LEHTPa yNpasAeHWUA 6E30NacHOCTLIO. . ]

o6ecneynTs Be30NacHOCTb

KOMMbIOTEPa. VISMEHATE UX He
pekoMeHayeTca.

[lepeiinute Ha Brianky Hajesnble pacmosioxkeHusi U J100aBbTE MANKy

OK ] [ OTtmeHa

C:\Program Files (x86)\KS

UenTp ynpasnenma 6esonacHocTbro

[ HagexHeie pacnonoxeHna

Hagexmgle A0KYMEHTEL

Hagcrpoiiku
MapameTpet ActiveX
MapameTpbl MakpoCoB
3aWUIEHHBI NPOCMOTP
MNaHenb co0BLEHMI
BHewHee cogepxumoe
MNapameTpel 6A0KMPOBKYM Hainos

MapameTpel KOHGNMAEHUMAABHO CTH

HagexHble pacnonoXeHns

MpeaynpexaeHune, Bce 371 pacnonoXkeHua CHUTAITCA HAZEXKHEIMWU MCTOYHUKAMW 418 OTKPHITUA
dalinos. Mepea usMeHeHWEM UAK 406aBAEHNEM PACNON0XKEHUA YEEAUTECD, YTO HOBOE PACcnoNOXeHUE
TaKKe AENAETCA 6E30NacHLIM,

Myte OnucaHue Aata usMeHeHus v KA
PacnonoxeHus nonbsosarenen
C:\ProFram Files}KS) 19.04.2016 16:00
oaming\Microsoft\Templates\ Pacnonoxenue Excel 2010 no ymo...
HW i i ART\ PacnonoxeHue Excel 2010 no ymo...
C\..aming\Microsoft\| PacnonosxeHue Excel 2010 no ymo...
\ C\.iles\Microsoft Office\Te PacnonoxeHue Excel 2010 no ymo...
...050ft Office\Officel4\STAR PacnonoxeHue Excel 2010 no ymo... ¥
C\Progra
BaoxeHHbIe Nanku: 3|
J063aBUTb HOBOE PACNOAOXKEHWE. . Yaanutb ] [ WN3meHuTb...

[7] PaspewuTs HagexHEIE PACNOAOKERINA & MOEH CETM (HE PEKOMEHAYETCR)
[[] OTkAuMTE BCe HagexHEIE pacnonoXKeHUa

[ OK ] [ OtmeHa ]

www.keysystems.ru

e-mail: smeta@keysystems.ru men: (8352) 323-323 (MHO20KaHaAbHBGIi)




MH¢opM3uM0HHble TEXHOJIOrUN

ECKENCUETEMC

Ileperinure Ha Brianky IlapaMerpbl MaKpOCOB U yCTaHOBUTE
NIEPEKIII0YaTeNb B IOJOKEHHE BKIIOYMTL BCe MaKpOCHI, BKIIOYHUTE TaJOUKY
IIpexocTaBiasiTh JOCTYI K 00beKTHOM Moaean VBA.

LlewTp ynpasneHua Ge3cnacHocTe

HageskHele nzgatenn
MNapameTpbl MAKpOCOE

HE,.'J,E)KHbIE pacnonoxeHnA

) OTKNHOUMTE BCE MaKpockl Bes yBeaoMAEHHA
HageskHble 4oKyMEHTEI i
| OTKAKUYMTE BCE MAKPOCh! © YBELOMIEHWER

HAosepenttie kaTanoru npanoxenni | OTknto4nTE Bce Makpocsl Bes undgpoebix nognucei

Hagerpoiikun @ BRAMIUMTE BCE MAKPOCh! (HE PEKOMEHAYETCA, ED3MOMEH 3aMycK ONacHoi Nporpamme

Mapametper Activex
MNapameTpbl Makpocos AnA paspaboTuMka

MapameTpel MaKpoCoE
MpepccTaBNATE ACCTYN K 0EBEKTHOR Mofienn npoekTos VBA

3aLUMLLEHHBIR NpocMaoTp

Manens cooBuyeHnia
BrewHee cogeprumoe
MapameTpel Gnokuposkk daince

MapameTpel KOHEWAEHLMANEHOCTH

3. [dobasbTe npaBa Ha pabouyto nanky MK 3apnnata-KC

[Mepetinure B manky C:\Program Files (x86)\KS, 3atem BrIOepuTe mamky
smeta_KS ¥ KIMKHHUTE 10 HEW MPpaBOi KHOIKOM MBIIIKOMH, 3aTEM B MEHIO BEIOCPUTE
nyHkT CBoiicTBa. [Ilepelimute Ha BriIagky be3omacHoctb u  100aBbTe
noabp3oBarelis Bee. [locne 3TOro BKIIOUXTE 1JIs1 HETO BCE TaIOUKH.
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MH¢opmauu0HHble TEeXHONIorum

KEMCMCTEMC

- |4'r, | | Mouck

H Komnetorep » Slokanedsld guee (C:) » Program Files (x86) » KS »

< 1®M

Ynopagouute *

7 OTkpeiTe JoBaente B BrBanoTERy * OBwmit goctyn = Hoean nanka
-
rnn larta nameHeHnA

- WVzBpanHoe

2 Bitrix2d | smeta_ks I 29.05.2019 14:48
- =
LTS | Ceolictea: smeta_ks ﬁ
4 3arpyskn
5] Heaashne mecta Mpeasigywwe sepcun I Hacipo
= Ofiwme I Ooctyn | I BezonacHocTs

Bl PaBounii cton

Wma ofrexTa: C:\Program Files B6)\KS smeta_ks

7 BuBauoTekn
=il Subversion

B Bugeo

3 JokymenTsl
=] Mz0Bpaxerua
J’ My3bika

T2, CO30ATENb-BNATENELL
82 cucrema

LI

Yokl MEMEHWTE PESDEWEHWA,

HaMuTe KHonky " MameHnTs".

1M KomnsroTep PaspewenuA anA rpynnes "Bee" — .
&, Nokaneweiit guck (C:) P PETVTE
MonHelit gocTyn v =
—a JNokanenei guek (D:) Ll Hamenemne Y
smeta_ks [ata nsmereH YteHue 1 BrINONHeHWE ,,0’ =
! Manka ¢ daiinann Cricok conepxuMoro nanku v i
YreHue v.'
Samach y —

u
Y106kl 3808TE 0COBRIE PASPEWEHIMA WK LlononHATENsHD

NEpaMETPEI, HEXMMWTE KHOMKY
" NononHuTensHo "

4. OTKNOYMTE MEXaHU3M KOHTPOAA y4eTHbIx 3anmcen (UAC).

Jns OC Windows 7 (Vista, 8) ortkpoiite I'taBnoe menio—>Ilanesn
ynpaB/ieHUsI> Y4eTHbIe  3alucH noJib3oBaTesieii—> YueTHble 3alucu
nojb3oBareieii—> U3MeHeHrne mapaMeTpoB KOHTPOJISI YYETHBIX 3ammcei
M0JIb30BaTeJei. st oC Windows 10 OTKpOMTE I'naBHoe
meHw=> Iapamerpbi=> Yuernblie 3anucu-> 3MeHeHHe MapaMeTPOB KOHTPOJIS
yueTHbIX 3anuceii. [lepelBUHBTE TIOJI3YHOK B IMOCJIEIHEE MOJIOKEHUE.
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ECKENCUETEMC

F -]
% MapameTpel yNpasAeHKA YHETHEIMM 33NMCAMM NOAL30BATENER =RARCIAL X

HaCTpDﬁKa BblAa4M yBE‘,ﬂ,DMJ’IEHHﬁ O BHOCMMBbIX B KOMNBHOTED M3MEHEHWAX

KDHTFIDJ'II:-}“—IETHI:-IXS-EI'IHCEIH NOMOraeT NPEaaTERaTUTE WSMEHEHWA, BHOCHUMEIE B KOMMOBHOTED
NoOTEHUWMANEHD ONacHBIMKW Nporpamrani,
TlogpoBHEE 0 NApaMETPaX KOHTPONA YUETHBIX 3aNMCENE

Bceraa yeegomnats

HMKO[J],EI HE YEEAOMAATL B CeyH LMY CAYYaR

® [loneITKKM NPOrpamMm YCTAHOEWTE NPorpamMMHoe
0BGECNEYEHNE WKW BHECTH M3MEHEHWA B KOMMBHITED

m

®  |zmeHenne napameTtpoe Windows none3oeatenem

- - i He pekomenayerca. BeiBupaiite 3ot 8apuanT,
TOABKD ECM HY3KHO MCMNO/EICEATE MPOrPamMMel, HE
cepTuduuMpoBanHele ana Windows 7, Tak Kak oHK
HE NOALEANEAIDT YNPAEAEHNE YYETHBIMMN 33MNCAMN
- - nonb3ceaTenci.

Hukorga He yEE40MAATE

[ B 0K l[ Ormena

5. Ouwucrtute nanky report_tmp

[Tepeiimure B manky C:\Program Files (x86)\KS\smeta_ks\report_tmp u
yIJIMTE B HEW BCE ManKu U (aiibl.

6. HacTpoiiKa aHTUBMPYCHOM NPOrpammbi.

YcraHoBIIEHHAs HA KOMITBIOTEpE aHTUBUPYCHAS NPOTPaMMa MOXKET MelaTh
paboTe mporpamMmbl HENPEPHIBHO CKAaHUPYS CETeBOW TpaduK W KOHTPOIHPYS
AKTUBHOCTH BBIMIOJHSAEMBIX (aiiyioB. B HEKOTOpBIX ciy4asx aHTHBHPYCHas
nporpamMMa MOXeT OJIOKHpOBAaTh YTEHHE W 3amuch (aiinoB. IIpu orpaHUYeHHBIX
pecypcax KOMIIBIOTEpa AaHTUBUPYCHAs IMporpaMmMa MoOXKeT 3aHuMmatb 10 50%
pecypcoB mponieccopa U O3Y, 4TO MOXKET CYILIECTBEHHO BIIMSITH Ha CKOPOCTh
pabotel. Ilo O5TUM TpUYMHAM PEKOMEHIYETCS TMPONKHCaTh B HACTPOMKax
UCKJTFOUCHUS aHTUBUPYCHOH nporpammsl anky C:\Program Files (x86)\KS
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MH¢opmauM0HHble TEeXHONIorum

L KEVWCNCTEME

[ [Ooeepennan 3oHa

Wcknmo4eHnA W3 NposepKy | AoBepeHHbIe NporpaMmMel " JoBepeHHOE CUCTEMHOE XPaHnAKLLE CEDTH¢IHKETUB]

o JoGasuTe &7 VsmenuTe $€ YaanuTe

JIOMOTHUTENBHO PEKOMEHAYEM OTKIIOUWTh W3JIMIIHIOK TPOBEPKY B
Kacnepckom, Kak OKa3aHO Ha U300PAKEHUAX HUXKE.

Caspersy sy etwor

Obwme . o
- O Kaspersky Security Network [@ ©
HacTpoiika cobbruii Kaspersky Security Metwork (KSH] - 370 06nayHaa 6a3a 3HaHWA 0 penyTauuK Gannos, MHTEPHET-PeC)
MNpoABKHYTaA 3alKTa — BBICOKWA PEATHUHT OBHAPYXEHNA YTPO3
T — ¥MeHEIWEHW e NOXHEX CPaBaTHEaHUA
— ¥Ny4lWeHHAa NPOUIE0ANTENBHOTE
AHan1s NoseneHA Nonoxenue o KSH

SAIMTE OT SKINOATOE ExnounTe pac DEHHBIW P ek
MNpenoTEPaLLEHME ETOPHEHMI MapameTpul K5N

OTKaT BPRAOHOCHBIX DERCTBHIA -ETh R NoGanbHb

Basosan sawmTa
KoHTpone Ge30NacHOCTH
Endpoint Sensor O BE/IKOYEHHOM 0BAaYHOM pexKmMe KpuTHdeckni
NokanbHble 32041 MpW BHKNKYEHHOM 0BNaYHOM pexume: | MpegynpexaeHme
ORWKE NapaMeTpel
MPOHUAM NOMATKA MapameTpe K5N Proxy

WcTopus pesuswii WMecnonezoeaTe KSN Proxy

|:| McnonezosaTte cepeepil KSH nprn HegoorynHoork KSH Proxy

www.keysystems.ru  e-mail: smeta@keysystems.ru men: (8352) 323-323 (MHO20KaHAAbHbI)




MH¢opM3uM0HHble TEeXHONIorum

L KEVWCNCTEME
MpenoTepalleHne BTOPHEHWH

Ofuwe "] Npepotepawenne eTopxennii [@ ©

HacTpoiika cobbmuii KoMNOHEHT perncTprpyeT akTMEHOCTE, COBEpWAsMYD NPOrpaMmMamMi B CUCTEME, W PErYIWPYeT ge!

MpoABKHYTEA 33WMTE
Ro i Mpaewna NnporpamMm

Kaspersky Security Metwork
Hanpoﬁr{a HacTpokka Npag NporpaMm Ha oNepaumn Hag dainamu NoNE30EaTens u
AHanus NosegedHus
JalUMTa OT SKCNNOATOS - ”
HacTpoulka HacTpoWka Npas NporpamMm Ha onepaunK Had pasnu4YHeIMKY KAaTEropuAME
MpenoTEPELLEHWE BETOPHEHWIA
OTKaT BpeAOHOCHEIX AEACTEMIA Mpaewna o6paboTEM NpOrpamMm
BasoBan 3aWmMTa OBHOBNATE NPAEWNA KOHTPOAA PaHEe HEWZERLTHRIX NPOrpaMm 13 6azul KSMN

KoHTpons GesonacHocTh A0BepATe NPOrpaMMan, MMeLWUM UG poBYD Nognnce

¥AanATk NPAEMNE KOHTPONA NPOrpamMmM, HE 3anyckaBWnKca Gonee B i
Endpoint Sensor d 60 = gHe#r

Mparpammel, An4 KOTOPEX HE Y400k ONPEAEAMTE TEYNNY | Chpagme orpaHmuesua v

MoKansHeie 3anaH3m AOBEPWA, BETOMATHHECKH NOMEWATE B

OflWME NapaMeTpel Mporpammel, 3anyckaemele 4o Kaspersky Endpoint Security gna Windows,

AETOMATHMYECKM NOMEWAKDTCA E TPYNMNY 40EEPWA; CNaBkEle OrpaHUYeHNA
Mpodiind NonUTIKK

. FIZMEHHTE
WcTopua pesrsuH

cerenotpn

DL me

[] Ceteroii 3xpan [@

HacTpolika cobimiii KoMMNoHEHT hUABTPYET BCHO CETEEYID BKTHEHOCTE E COOTEETCTEMI © ONpe

MpoaBHHYTEA SaWMTE
Mpaswna ceTeEOro 3IKpaHa
BazoBan salmTa

“ Hactpolika Hactpodka npagun MpegoTEpalieH1A ETORHEHK
FaWwMTa 0T QEMNoBRIN Yo
JawmTa oT seb-yrpos

Hactpoiika HacTpoika npagnn 4nA CETEER MAKETOE W MOTOE
3aKMTE OT NOYTOBRIX YIpo3

CETEBON 3KpaH
AoCTyNHEE CBTH

3aMTa 0T CETEBRIX YTPO3
Hactpolika HacTpolika napamMeTpoE CETEERIY COeguHEHMI,
3awmTa oT artak BadUSB

KoHTpone Be30nacHoCTK
Endpoint Sensor

NokaneHes 330344

DALLME NEpaMETPEI

Mpodn oMM TIAKKA

McTopuA pesrsIi
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L KEVWCNCTEME
T —

Obuwme [[] 3awuTa ot ceterbIx yrpoz @

HacTpoiika cofibrmuii OBHapY#WE NONEITKY 3TaKK Ha Ball KoMneioTep, Kaspersky Endpoint Security gna Windows GnokupyeT noéyio
MpOABHHYTEA SAWMTE HacTpoiika 3aWMTE OT CETEBRIX yrpas

BasoEan salMTa Jo6aENTE aTAKYIWHWA KOMNEDTER B CNMCOK BAOKMPOBAHWA Ha 60 = MuH.

3EWMTA OT DEANoBEIX Yrpos
cknoueHnA HacTpolika agpecos MCKNYEHKE
3&WKTa oT Beb-yrpos

3EWKTE OT NOYTOBLIX YrPos

CeTeB0n sKpaH

3EWHTE OT CETEBRIX YTPo3

3awmTa oT aTak BadUSE
KoHTpone BesonacHocTi
Endpoint Sensor
NoKanEHEIE 330E4M
OBWwme NapameTpel
MPOCMI MOMTHRN

CTOpUA PEBMEMIA

T —

Ofwme [[] Kontpons nporpamm [@

HacTpoiika cofermui KOMMNOHEHT NO3B0NAST OTCNEXMEATE MONLITEN 33NYCKa NpOrpaMM NoAL30EaTENAMM M PEMYAMPOBATE Jany

MpoaBWHYTEA 3aWwmTa |
A Ana oTnpagku Ha Cepeep aagMUHUCTPMPOBAHWA MHGOPMALMK O 3aMyCKax NporpaMm TpeByeTod § CEol
BazoBan zawmTa

MapameTpbl KOHTRONA NPOrpaMmM
KoHTpone BesonacHoCTI P P P parp

KoHTPONE NporpamMm Pexcim KoHTpONA Nporpamm: [liephuﬁ CNNCoK V] JeAcTene: [Yaegommb -

KoHTponb YCTPoHCTE : - .
pane yerpa o feGasnte &7 Vsmenute 36 Ygannte @ Cratwdeckwid ananus

CraTyc HazeaHw

Bed-KoHTpone
Endpoint Sensor
MNoKaNEHEIE 334844
Ofwme napameTpel
Mpodmni NoMMTIKK

MCcTopKA peBM3MIA
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Ofwme

HacTpolika cofkimii
MpoaBKHYTaA 3alKTa
basoBaA saWmTa

KoHTpone BezonacHOCTK

Endpoint Sensor

NokaneHeE 3a0&4M
DBWMeE NapaMeTpLl
Mpodm NoMATIRA

MCTopHA pEBM3MIA

nmbopmauuo:-mble TEeXHONIorum

L KEVWCNCTEME

Endpoint Sensor
[] Endpoint Sensor [&

Endpoint Sensor asnaeTcA KoMNoHeHToM Kaspersky Anti Targeted Attack |
MpegHazHaqYeHo gna CE0EEPeMEHHOr0 0BHAPYXEHWE TAKWX Yrpo3, KakK Lig
KomnoHeHdT Endpoint 5ensor ycTaHagnWEaeTCA Ha KAWEHTCKHMY KOMMNBIOTE|
KOMOBETEPAY KOMMNOHEHT NOCTOAHHO HABAKAAET 33 NPOUSCCAMK, OTKDBI
COESMHEHMAMMK W MIMEHAEMBIMI Galinamn U NepeiasT 3Ty MHGopMaumMo
Attack Platform.

Hacrpoika
Aapec cepeepa:

MNopT: 443 —

oononan rponep

Obwme
HacTpofika cobeImii
MNpoABKMHYTEA 3aWKMTA
bBazosan 3aWwKuTa
KoHTpone BezonacHoCTH
Endpoint Sensar
NoKaneHeIe 33484
YNpasneHye saaaqamq
MNpoBepKa M3 KOHTEKCTHOMD MEHHD

MpoOBEpKE CHEMHBIN OWCKOE

PoHOBEaA NPOEEpKA

CBwWMe NapaMeTpEl
Mpodgin NomMTIER

McTopyA peBMIMIA

BrinoaHeHWe G OHOBOW NPOBEPKWM CUCTEMHON NAMATH, 0EBEKTOE 3BT
ED BPEMA NPOCTOA ONTHMKUSMPYET HCNONEZ0EIAHHE PECYPLOE KOMMERD

[C| BeinonHATE NpoBepky B0 EPeMA NPOCTOA KOMMLIOTEPa ||
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L KEVWCNCTEME

Wckniosenia ns nposepxn | Aosep mporpauns || Aosep CHETENROE XpAHUTILE CpTHRUKSTOS |

YpOBeHh 33LLHTE! HUSKHE OTKNOHEHE! BEXHEIE KOMMOHENT SaLIHTEL [104D06HE

Pasfensi WcKnoueHns

VICkAio 4eHs U3 NPOBEPKH N03B0NAI0T Yka3aTh haiinbl WA NANKK 1 HA3BAHWR OBBEKTOB M3 KNACCHBUKaLIAN
BUDYCHOI SHLMKNONEAMM, KOTOPEIE OTAEABHSIE WA BCe KoMNOHeHTH! Kaspersky Endpoint Security g1a Windows H

Obume NpoBEpART B NpoLecce (soei paboTel,

[& — O6nextsi grn
BKAKUEHD OBHAPYKEHHE DB BEKTOE CNEAVIOLIMX THNOE: ok dogasute b4

HacTpoiika cobbITii

MpoRBuHyTas SAWMTS

- BUDYCH, YEPBH, TDORHCKWE NPOTPAMMEL U BPEAGHOCHBIE YTHANTSL [ —— Haseanne ofwexta Yew ofberTa
Basosan aWwnTa - PEKNAMHEIE NPOTPAMMEl U MPOFPAMME 3ETOA0SEOHE, Hacrpoiika %ProgramFiles(@6)%\Microsoft Lync Server 2013} * *
KoHTpons BesonacHocTi - YNaKOBaHHEIE Gafinkl, KOTOPEIE MOTYT HAHECTH BpEA W MHOTOKPATHO %ProgramFiles(xa6)%\commonfiles\Microsoft Lync Server 2013\ = -
YNaKoBaHHEIE GalineL. R ot avinusRemote., *

Endpoint Sensor T

[& - na W3 NpoBepKK N 30Ha Ci\Program Files [x86)\Keysystems\, = .
MokansHsle 330841 BRADYEHE! CIEAVIOWAE MCKARDHEHNS: = not-a-virus:PDM:Re... * |
OBwme NapaMeTpsl - WCKMOYEHWR U3 NpoBepkn: 430 (Bcero 430)

Hactpoiika
- ADEEpPEHHBIE NpOrpamMMet & (6cero 16) P 4 m | D

Mapame TP nporpans

— K
Hocmouess & nopre:

ONUEIHHE NCKNIOHEHIR U3 NPOBEPKN (HEXMUTE Ha NOAMEDKHYTEIE NEMEHTE ANR MK USMEHEHNA):

[ ") KOHTPOMMPOBATS BCe CETEBHIE NOPTH

5 Hactpoiika
@) KoHTPOMMPOBATS TONBKD BHEPAHHEIE MOPTE
Wrepdesic ° ponp P P

TMpodani NIk

WcTopus pesuani

7. OTkAto4MTe BpaHamayap windows.

Otkpoiite Maneasn ynpasienus—> Cucrema U
0e3onacHocTb=> bpanamaysp Windows

Bribepute Brianky Briiouenue u oTkoq04YeHue opanamayspa Windows

= B

=
u@v|ﬁ <« Cupcrema v Geso.. » Bpangmayzp Windows - |41 | | Mouck & naxenu ynpasneHua

Matiens ynpasnesig - 3almMTUTEe CBOWM KOMMNBLIOTEP C NOMOLLLHD DpaHamay3pa
AcMalWHAR CTpaHKuLa .
Windows

PazpeluwnTe 3anyck
NporpamMmMel KW KOMOOHEHTE
yepes GpaHgmayzp Windows

Epanamayzp Windows nomoraeT npegoTEpaTTE HECAHKLUMOHHPOBAHHEIA J0CTyN
3N0YMBILLLAEHHUKDE MW BPEA0HOCHB NPOTPamM K 3TOMY KOMMBIOTERY YEpes
MHTEpHET MAK NOKANBEHYHD CETE.

%

Mamenenne napameTpos

= Kak Gpangmaysp NoMOoraeT 3aLnTHTE KoMIboTepR?
YBEADMAEHWIA

,ﬂ,CI‘ICJ’IHHTEI'IbeIE CBEAEHMA O CETEBBIX Pa3MELLEHNAX
BrntodeHne n oTNHOYEHNE

Bpadamayzpa Windows

) Ona oBecneuenna Be2onNacHOCTH YNPAENEHME HEKOTOPEIMUI N3PAMETPAMI
BoccTaHOBMTL YMOAHaHMA DCYLLECTEBNAET CUCTEMHBIA 3AMWHNCTPATOP.

e
%

JononHUTENEHBIE NApaMETpE
YcTpaHeHWE HENDNAA0K B CETH ObrosuTh napameTpol bpanamayspa

B Gpanamayzpe Windows He
MCTOAB3YHITCA PEKOMEHYEMBIE
napamMeTpel 408 33LLMTEI
KOMMBHITERE,

[ @ Mcnons3oeate peKoMeH. napam

Kavmow narnticumaticis

YcTaHOBUTE TEPEKIOYaTENb B MOJOXKEHHE OTKINYUTL OpaHaMaydp
Windows
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ECKENCUETEMC
: e

@l\:/lv|9 « Bpangmayzp Wi... » HacTpowTe napametpebl - |#f| | Mouck & nNAHeAU YNPaaneHua

Han:TpoﬁKa NapaMeTpoB 4ANA KaxXA0oro Tina CeTn

MoXHD MZMEHUTE napamMeTpel E-FIEH,JJ,ME}I'BFIE ANA KaHA0ro HCNone3yeMoro TMNa CETEBOMD pasmMeLlLleHNA.

,ﬂ,CI‘ICJ’IHHTEI'IbeIE CBEAEHKMA O CETEBBIX pasmeLlLeHAX

&0 o
'ﬁ' ,ﬂ,.ﬂﬂ obecneyeHna Ge3onacHoOCTH YNPFEeNEHHE HEKOTOPBIMK NA3QAMETRAMMW OCYWECTENAET CUCTEMHEIW
AAMWUHWCTRATOD,

MapameTpel pasmMeLLLEHNA B AOMEHHOR CETH
|,@ BrnwoueHne Bpanamayzpa Windows

EnokmpoeaHue Boex BEXOAALLMK NOAKNHOYEHWH, BENHIYAA NOAKAHOHEHWA, YKAZAHHBIE B CIMCKE
paspeLLEHHBIX NPOTpami

VW, & § AT aor A . . .
D:I’!i'\-l.lﬂﬂ'rl_. e ng :l"-:l.l ﬂll:l ﬁ:ﬁ AT N M T ﬂi'\-ll'li:l'\-:- mm npcrpar,lr,l::

|@] @ OtenrounTts BpangmMaysp Windows (He pexomengyeTca)

MapameTpel pasMELLLEHNA B AOMALLHER MAK pabodei (YacTHol) ceTn

l.@ @ Brnrowenwe Bpangmayzpa Windows

8. Mpobnema c Bepcuen MS Excel

B MS Excel 2013 c¢ o6uoBnenmem KB3085502 ot4yersi Moryt He
dopmupoBaThCs. BMECTO 3TOr0 MPOUCXOIUT aBapHITHOE 3aBEPIICHUE MPOTPAMMBI
MS Excel. B atom ciryuae nenncrammmpyiite oonosierrne KB3085502.

ITepezaiimute B OC Windows ¢ mpaBaMu JIOKaJIbHOTO aJMHHHUCTPATOPA,
OTKpOWTE peXUM «YCTaHOBKA U yJaJ€HHE MporpamMm» W yJanauTe OOHOBIIEHUE
KB3085502.

B MS Excel 2010, 2013 (64 Out) oT4eThl MOTYT HE (HOPMHPOBATHCS.
BmecTo 3TOro MOXET BBIXOAWTH OIIMOKA 3arpy3kM JaHHBIX. B 3ToM ciydae
HEO0XO0IMMO TepeyCcTaHOBUTh 32-0uTHYyI0 Bepcuto MS Excel.

9. MepeyctaHosute MK lMoacuctembl broaxkeT-KC ana AX 3apnnata-KC, Kaapbl-KC

[Tepezaiinure B OC Windows ¢ mpaBamu JIOKJIbHOTO aIMUHUCTPATOPA.

Uepes nanenb ynpasieHHUs AeHHCTaupyuTe mnporpammy Iloacucremsl
Bromxker-KC nasa AX/I 3apnaara-KC, Kaapsi-KC
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i = | B e

@le <« [Mpor.. » MporpaMmel 0 KOMOOHEHTS - |¢f | | Mouck: [Moozpammsi U KOMNOHEHME! 2 |
MaHens ynpaeneHua - y
AOMALLHAR CTPaHMLE AaNeHWe NI M3MeHEHWE NporpamMmbl
iR e ,I!:_.LHR YAR/IEHUA NPOrpaMMbl Eblﬁ?pHTe £€ B CNMCKE W WenkHuTE "YaanuTe”,
N WMamenute” wnn "BocctanoenTe”
oBHoBREHMA
@' BrnroyeHWe HAK OTKAKIYEHWE o _
komnoHenTos Windows ¥nepagounte ¥ | Yaanuts = @
¥cTanoeka HoBo# nporpammel | Mima Wzpatens o
1= cemm [ WinCDEmu Sysprogs
ﬁWinDj‘u‘iew 21 Andrew fhezherun
@Winmﬂ.ﬂ 5.21 (64-paspagHan) win.rar GmbH
ArEHT agMuHucTprpoeanna Kaspersky Security Cente,..  AQ "Mabopatopua Kacn
&) brompker-CMAPT 17 Keysystems
‘4 Npaiieep rpadmkn Intel ® Intel Corporation
‘4 paiieep pacwmpaemoro xocT-koHTponnepa Intel® ... Intel Corporation
(B Keficucreme Cmera-CMAPT 18 Q00 Keficneremc
2 Hanoronnatenswmk HOJ1 AO THWBL,
| Deuaze M0 e DOEA1T 324 foauar) YO CEIARTL bl Dt
ﬁl’lo,qcucremt-l Brogwer-KC (Coog-KC, Cmerta-KC, 3ap.. 000 "Keficucremc”, r.
1= U[II}"I
[BPoccrarWeb- cﬁop Odvdnaiin-mogyns 3A0 «KPOK nnkopnope[
[ Ceoa-Cmapt Keysystems E
|| Popmbl CTATOTHETHOCTM NIPIstatinform i
1| 1 | 3
CFLO 000 "keiicucremc”, rbeBokcapsl
gE
T

[Mepetinure B manky C:\Program Files (x86)\KS u ynanute ocraBmiuecs
(baibl U mank.

Ckauaiite JTUCTPpUOYTHUB KJIMEHTCKOU 4acTu o CCBUIKE
http://keysystems.ru/files/smeta/install/client/1 09/client109.zip

PacrnakyiiTe apxvB U 3aI1yCTUTE YCTAHOBKY KIIMEHTA.

10.MepeycTtaHosuTe MK lMoacuctemsl broaxeT-KC ana AX/ 3apnnaata-KC, Kagpbl-KC
Ha APYrown AWCK.

BrinmonHuTh AEMCTBUS aHAJIOTUYHO I1./, TOJBKO TPH YCTAHOBKE KIIMEHTA
YKaQXUTE APYror TUCK (HECUCTEMHBIHN JIUCK).
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