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CTPAHMUIIA 2

[K «BIOJKET-CMAPT» HACTPONKA SSL HA IIS

AHHOTANIUA

Hacrosimuii  1OKyMEHT SBIS€TCS 4YacTbl0 PYKOBOJCTBA aJMUHUCTPATOPAa IPOrPaMMHOIO
komiuiekca «bromker-CMAPT» no aBromaruszanuu mpoiiecca NpoeKTUPOBAHUS, UCIIOJIHEHUSI U aHAIn3a
OromxeToB cyobekToB Poccuiickoit denepannu, 3aKphIThIX aBTOHOMHO-TEPPUTOPHAIILHBIX 00pa30BaHUMA
U MyHUIUNAIbHBIX oOpa3zoBanmii Bepcuu 19.01 u comepxuT omnmcaHue omepanuii 1Mo CO3JaHUI0 U
Hactpoiike ceptudukaroB SSL Ha IS B OC « WINDOWS».

PykoBOACTBO aKTyanbHO Ul YKa3aHHOW BEPCHM M I IMOCIEAYIOIIMX BEPCHM BIUIOTH 110
BbIITyCKa OOHOBJIEHUS] pyKOBO/ICTBA.

HOpﬂI{OK BBIITYCKa OOHOBJICHUI PYKOBOJACTBA

BBIXO,I[ HOBOM BEPCHUH IPOIPaMMHOI'0 KOMIIIIEKCA COIIPOBOXKIACTCA OOHOBJIEHHEM PYKOBOJACTBA
TOJIBKO B CJIy4a€ HaJIM4ud B BCPCHUU 3HAUYUTCIIbHBIX H3MCHEHHUH PCKUMOB, OIIMCAHHBIX B PYKOBOICTBC,
I[O6aBJ'ICHI/I$I HOBBIX PCKUMOB UJIM U3MCHCHUS O6H_ICI71 CXEMBI pa6OTI>I. Ecnu Taknx n3MeHeHui BCPCHA HEC
COACPIKUT, TO OCTACTCA AKTYAJIbHBIM PYKOBOACTBO II0JIB30BATCIA OT HpCILBII[ymeI BEpCHUH C YUYCTOM
I/ISMeHeHI/Iﬁ, COACPIKAINUXCA B HOBOM BCPCHUH.

[lepeueHpr WM3MEHEHUH BEPCUU IMPOTrPAMMHOIO KOMILJIEKCA COJEPXKUTCS B COMPOBOJIUTEIBHBIX
IOKyMeHTax K Bepcuu. MHpopMarus 06 M3MEHEHUAX pyKOBOJICTBA TOJIH30BATEINS IMyOIMKYeTCsl Ha caifTe
pa3paboTuuka B pazzene «JlokymeHTanus».

Nudopmanus o pazpadorunke IIK «bogxker-CMAPT»
000 «Keiicucreme»

Anpec: 428000, YUebokcapsl, ['maBmouramr, a/st 172

Tenedon: (8352) 323-323

dakc: (8352) 571-033

http://www.keysystems.ru

E-mail: info@keysystems.ru
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CTPAHMUIIA 4

[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

BBEAEHUE

Hacrosiimee pyKOBOJICTBO COJIEP)KUT ONHCAHWE OMEpaIMii MO0 YCTAaHOBKE Web-CEpBHCOB LIS
paboTsl mporpamMmuoro komriekca Ha OC « WINDOW Sy.

YPOBeHb NOATOTOBKH IMOJb30BaTE/Is

JIist yCIEenHOro OCBOCHHUST MaTepHaia, 3JI0)KEHHOTO B PYKOBOJICTBE, M ()OPMUPOBAHUST HABBIKOB
paboThl B MPOrpaMMHOM KOMIUICKCE C OIHMCAHHBIMH PEKUMAMH K MOJIb30BATEII0 IMPEIbSBISIOTCS
ClIeyroIune TpeOOBaHUS:

— HaJIW4YHUC OIIbITa paGOTBI C NCPCOHAJIbHBIM KOMIIBIOTCPOM Ha 63,36 OIICPaUOHHBIX CHUCTCM
Windows Ha ypoBHE KBaTU(HUITUPOBAHHOTO MTOTH30BATEIS;

— YMeHue CBOOOJHO OCYHIECTBIIATH 0a30BbIE ONEPALMM B CTAHAAPTHBIX IPUIOKEHUSIX
Windows.

IlepeyeHb IKCIIIyaTAIIMOHHOM JOKYMEHTAIMHA

B mab6nuye 1 npencraBieH COUCOK JOKYMEHTAIIMU B YaCTH OMUCAHMS 3a/1a4 aJIMUHUCTPUPOBAHUS
IIK «bromxer-CMAPT».

PEJTAKIIMA 01



CTPAHMUIIA 5

[K «BIOJKET-CMAPT»

HACTPOIKA SSL HA IIS

Tabauna 1. [lepedyeHb IKCNIYaTAMOHHOM TOKYMEHTALIMHU

Ne

wn Kon noxymenta HaunmMeHnoBanue 1OKyMeHTa

1 |2 3

1 | P.KC.02120-XX 32 -1 VYcranoBka bromker-CMAPT

2 P.KC.02120-XX 32 -2 Ycranoska cepprcoB CMAPT nva OC WINDOWS
3 | P.KC.02120-XX 34 -22 Onucanue uarepdeiica

4 | P.KC.02120-XX 34 -18-1 AJIMUHHCTPUPOBAHNE KOMITJIEKCA

5 | P.KC.02120-XX 32 -3 Ynpasnenue cepsucamu CMAPT/WEB

6* | P.KC.02120-XX 32 -4 Hacrpoiika SSL na IIS

* HacTOsIIee PYKOBOJICTBO

YciaoBHBIE 0003HAYECHUSA

B AOKYMCHTC UCIIOJIB3YIOTCA CIICAYIOINHNE YCJIOBHBIC 0003HaYEHHUS:

0 [Ipenoctepexenue

q’:f 3ameuanue
[BoImotHUTD |
<F1>
«Uex»

Craryc

OKHA => HABUT'ATOP

n 211
PUCYHOK 5

[1]

Baxxuble cBeIeHUS O BIUSHUYU TEKYIIUX JEHCTBUH MTOJIB30BATENS
Ha BBIMOJIHEHHUE APYTrux GyHKIIHI, 3a/1a4 MPOrpaMMHOTO
KOMIIJICKCA.

Baxxnble cBeqeHNs 0 BO3MOKHBIX HETaTHBHBIX MOCIIEICTBHIX
JIEUCTBUI MOJIL30BATENS.

Kputnuecku BaxkHbIC CBEJICHHUSI, PEHEOPEIKEHHE KOTOPBIMH
MOXET MPUBECTH K OIHOKaM.

Ilone3Hbple JONOJHUTENLHBIC CBEICHNS, COBETHI,
o0men3BecTHbIC (DAaKTHI ¥ BBIBOJIBI.

O YHKIMOHAIbHBIE SKPAHHBIE KHOIIKH.

KunaBumm knaBuaTypsl.

HaumenoBanusi 00eKTOB 00paOOTKH (PEKUMOB).
HazBanwust 571eMeHTOB MOJIb30BaTEIBCKOTO HHTEpdEiica.
Hapuranus no nyHKTam MEHIO U pEKUMaM.

CchUIKH Ha CTPYKTYPHBIE SJIEMEHTBI, PUCYHKH, TaOIHUIIbI

TEKYILIEro JOKYMEHTA.
CchUIKM Ha JOKYMEHTBI U3 NIEPEYHS CCBUIOYHBIX JOKYMEHTOB.

PEJTAKIIMA 01



CTPAHUIIA 6

[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

1. HACTPOMKA SSL HA IIS

[Tonkitouenue k 6a3ze NaHHBIX MOXKET OCYIIECTBISATHCS KaK HAMPSMYIO, TaK U C HCIOIb30BAaHHEM
cepBepa MPWIOKCHHWA. BpiOOp BapuaHTa TMOJKIIOYCHHSI OCYIIECTBISETCS B OKHE aBTOPH3AINH
noJip30Baresiei Ha Bkiaake «Coeaqunenne» (Pucynok 1).

ff"o—’:7
py BHOOXKET
NS A

Cepeep NpUNoMeHNi: ‘,'J,a - ‘

A Cepeep: ‘ hitps:ffapps1.dprsib.ru/budgetsmart/service. asmx ‘

CoenuHenune
. o a
TanmayT: CEKYHI

O MenonkzoBats CEpEC AETOPUZALMKM

CepTudukat: ‘

Kaww: OunCTUTh 15,7 MB

[J PaGoTatk E aETOHOMHOM pexuMe

¥ Mpokcu-cepeep

[l WcrnonesoeaTk CUCTEMHBIE HACTpOKN NpoKCH

Cepeep: ‘ ‘ ‘ ‘

Pucynok 1. Bkaaaka «CoequHenue»

[Tpu ucnosnb30BaHNM cepBepa NMpUIOKEHUH Tpedyercs BeIOpaTh B mosie CepBep NMPHIIOKEHUI
ommuio «Jla» u BBecTH aapec cepsepa B nosie CepBep OKHA HACTPONKH COSTUHEHHS.

JUis MoJKITIOUEeHusl Yepe3 cepBep MPUIIOKEHU HeoOXxonuMo ucnoib3oBath https cepsep ¢ SSL,
T.e. pacuMpeHue npotokoia http, nogaepxkupatoiiee mudpopanue.

ITpotokon SSL (Secure Sockets Layer — ypoBeHB 3aIUIIEHHBIX COKETOB) HCIOJIB3YETCS IS
3alIMThl JaHHBIX B ceTh VHTepHeT. OH rapantupyer 0€30MacHOE COEIMHEHHE MEX]y KOMIIBIOTEPOM
nosib3oBarenss W cepBepoM. Ilpu wucnonb3oBanum SSL-mpoTokona HHGoOpManuUs Nepenaercs B
3aK0JMPOBAHHOM Bujie 1o hitps u pacudpoBats ee MOKHO TOJIBKO C TIOMOIIBIO CIEHATBHOTO Kifoua (B
oruure oT mporokona http). Jlns pabGorer SSL-mporokosia TpeOyercs, uyToOBI Ha cepBepe ObLI
ycraHoBiieH SSL-cepTudukar.

Jns BemonHenus: Hactpoiiku SSL Ha Windows Server, HaunHast ot 2008 R2 u Bblle, 10mKeH
ObITh ycTaHoBIeH BeO ceprep |IS.

1.1. Buabl cepTudukaToB 1js HACTPoiiku https caiita na |1S

YroObl MOArOTOBUTH BeO-cepBep At oOpabotku HTTPS-coeaunenuii, aqMUHUCTpATOp JOKEH
MOJYYUTh U YCTAHOBUTH B CUCTEMY CEepTU(UKAT JJIsl 3TOro BeO-cepBepa.

PEJTAKILIA 01



CTPAHMUIIA 7

[K «BIOJKET-CMAPT» HACTPONKA SSL HA IIS

Knrou Beinaercs LleHTpoM cepTHdUKaMKU Ha OCHOBAaHMM HAIpPaBJICHHOTO Tyna 3arpoca Ha SSL-
ceprudukar (n. 1.2.2).

Takoii cepruduKaT COCTOMT M3 JABYX dYacTeil (nByx kirodei) — public u private. Public-uacts
cepTU(HKaTa HCIONB3yeTCsA Ui MU(PPOBaHHUA TpapuKa OT KIMEHTA K CEpPBEPY B 3alIUIICHHOM
coenMHeHnu; private-yacte — Uit pacimi(pOBBIBAHUS ITOJYYEHHOTO OT KIHEHTa 3alim(pOBaHHOTO
TpaduKa Ha cepBepe.

Heobxomumo mnpomucath Bce DNS 3ammcu u crenepuposath Certificate Signing Reques
(CSR) 3ampoc - 3ampoc Ha moaydeHune ceprudukara, KOTOPBIH MPEACTaBIsSCT COOON TEKCTOBBIN (haii,
COJIEp KAl B 3aKOIUPOBAHHOM BHUC HH(DOPMAIIUIO 00 aIMUHUCTPATOPE JOMEHA M OTKPBITHIN KITFOY.

CylmiecTByeT BO3MOXHOCTb CO31aTh Takoil cepTudukar, He obpamasick B LleHTp ceprudukarmu.
[MoanuceiBaroTcss Takue CepTU(UKATBI ITHM K€ CepTU(UKATOM, IMOITOMY OHH HAa3bIBAIOTCS
«CaMOITOITUCAaHHBIMIY/ «camo3aBepeHHbIMEIY (Self-signed) (n. 1.2.1).

[Mpn oTCyTCTBUM [AONONHUTENBbHBLIX pekoMmeHdauun un TpeboBaHuM K cepTudukarty,
pekomeHayeTcs ucnorb3oBaHue onumm «Cosgate camo3aBepeHHbI cepTudmkaTy .

1.2. Pexum padotsl ¢ ceprudukaramu na 1S 7

Ortxkpoiite koHCcOonb ynpasnenus IIS. Jlns co3manus caiiToB Ha mpoTokoie https mpexae Bcero
HEeoOXOIUMO €O37aTh U UMIOPTUPOBATh HYXKHBIA cepTudukar. ns storo otkpoiire aucneruep IIS u
nepeiiaute B myHKT «CepTudukarsl cepepa» (PucyHox 2).

PEJTAKIIMA 01



CTPAHUIIA 8

[K «BIOJKET-CMAPT»

HACTPOIKA SSL HA IIS

qﬂ HauanbHada cTpaHuua KSDB16
PunbTpbl ~ W MNepeittn ~ % Mokasats Bce | Crpynnuposate no: OBnacts 2 <
ASP.NET ~
" "7 R ~T, ::I_ = R - )
e & < R B :
[noBanus... Knrou Komnunauna Mapametper Moctaewwmkn  [Npaewna  Coctoadue  CTpaduuel v CTpaHuuel Crpoku
MET MaLLMHEL MET NPUACHKEHNA 3ETOpUIALL. ceaHca 3MEMEHTBL..  OWKWBOK.. NOAKMHIYE..
=V =]
¥poBHW  3neKTpoHHaA
ADBEQ.. noyta (SM...
15 ~
o, R
s — = M 5 2
= o & % SR v
ASP Begenne  [Jokymentno  3aroncekw  Kswwpoea..  Mogynu  Orpanwue.. [poeepka  [MpocwmoTp PaGoune
MYPHENA  YMONYEHWHD — OTEETOE .. EBbIECAMMEL. I1SAPI v CGl  nognwnno..  karanora npoueccel
ey ; — T .
— | e = @=
5|8 & = e @
CepTudui... Caatne Conoctae..  Ctpanuuel  Tunel MIME @uneTpauma  @uneTpel
Cepeepa [:% obpaboTu..  owwrbok 33aNpocoB ISAPI
npaeney 3anpoc u obpaboTka cepTudnkaTos AnA Beb-caiiTos, MCnonb3yrowmx 550 | ~
E B —
Jenerupo... Obwan Pepakrop
KOMMOHEHTE  KOHGUMYP.. KOHQUIYp.

@ MpocmoTp BoIMOKHOCTER |a§. MpocmoTp cogeprumoro

Pucynok 2. Cepruduxartsl ceppepa

1.21. Co3naHue caM03aBepPeHHOr0 cepTudUKATA

B otkpriBIeMcs okHe, B o6nacTu «/leiicTBUsI», BeIOepuTe onuuio «Co3aaTh caMo3aBepeHHbIi

ceprudpuxa (Pucynok 3).
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CTPAHUIIA 9

[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

€5 » KSDB16 »

@aiin  Pexanm  Cnpaska

% CepTuUduKaThl cepeepa

Wmnoptnposate...

; ?ﬂ HauaneHan ctpanuua
485 KSDB16 (KEYSYSTEMS\kotova
@ Mynel npuacskeHuii
b -[] cafiTel DUNETpEE * W MNepeiitu ~ % Mokazate Bce | Crpynnnpoears no: Cozpate ceprindmkar qomena...

i
ma Monyuarens ceptudnkara MocTaswwk [Jata okoH4YaHWA HaL Co3pate camo3asepeHHbIi
cepTudmkar...

Wcnonesyitte 3ty dyHkumio ans sanpoca v obpaboTkn cepTudnkaTos, KoTopbie seB-cepsep MOXET MCNONL30BEATE Cozpate 3anpoc cepTMdMKaTa..

c sef-caifiTamn, rae HacTpoeHo wonoaesosanne SSL 3anpoc YCTZHOBKI CEPTUHUKATOE...

BrnoumnTe aETOMETUHECKYO
NOBTOPHYHE NPWBA3KY 0BHOBNEHHLX
CepTHgNKATOR

0 Cnpaeka

[<] mn

< [=l MpocmoTp BosmoxmocTeil m MpocmoTp cogepsnmoro

loTosHoCTE

Pucynok 3. Co3naHue 3ampoca ceprugukara

B okHe mapaMeTpoB 3ampoca 3arnoiHuTe caeayrorue mois (Pucynox 4):
— IlonsiTHOEe MM$ — HeHTU(UKATOP cepTU(UKATa;

— BpiOpaTh XpaHwinie cepTuPUKATOB - YKOKUTE 3HAUCHUE «JIMYHBINY, OHO MOAOUIET ISt
CTaHJapTHOTO pa3MenicHus (3HaueHWe «Pasmemienue BeO-cyx0» ucmombzyercs ains SNI
TEXHOJIOTHH).

MoHATHOE umA

YkawuTe uMa paiina ana 3anpoca cepTudukara. Cnegyroline JaHHEIE MOTYT BbITe 0TOCAEHEI LIEHTRY
cepTudnkaLmn:

MoHaTHoE MMA cepTudnkaTta:

|CepTu¢mKaT
Brif +

[ p e cepTud ANA HOBOTD CEp
|ﬂHHHbIﬁ v

[ o | [ omera

PucyHok 4. CBoiicTBa HMeHM cepTHUKATA

PEJJAKLIVS 01



CTPAHMUIIA 10
HACTPOIKA SSL HA IIS

[K «BIOJKET-CMAPT»

ITo kuomke [OK] ceprudukar cpasy otobpasurcs B cromcke «CepTuduKaTel cepBepa»
(Pucynok 5).

| €5 » kSDB1E »

Daiin  Pewum  Cnpaeka

qz CepTUdUKaThl CEpBEpa

HmnopTnpogate...

gi Havansras crpaHiua Vcnonezyitte 3Ty gyHKUMIO AnA 3anpeca n oBpatoTki CepTMMKATOE, KOTOpEIE BEB- CEPBEP MOXKET HCNOME30BATE Cospare sanpoc cepruukara...
4 -85 KSDB16 (KEVSYSTEMS\kotov c BeB-caiiTamn, rAe HaCTPOEHD MCNons3oBaHKE S5L

I . 3anpoc ycTaHOBKKM CEpTHMKATOR...
o[} Tybl npunoskennit

-8 caiitel DuneTpee - W Oepeitn ~ % Moxasate sce | Crpynnuposate no: = Co3gate cepTudUKaT A0MEHS...
Wian - Monyyatens cepTudmkata Mocrasupmk Jlata ckoHYaHWA s Co34aTe CaMO3aBEPEHHBIR
 Ceptudukar ksdb16.keysystems.local ksdbl6keysyste.. 10.03.2020 2:00:00  Aj| cepTRIETE
Bug...
3KCNOpTHROBATE..,
X Yoz

BrAmoumnTe aETOMaTHECKYO
MOBTOPHY'HG NPWBA3KY 0BHOBNEHHBX
CEpTUGNKATOR

e Cnpaska

<] m >

< m by @ MpocmoTp BosmoxHOCTER ﬁ‘;“ Mpecmetp copepsknmoro

loToBroCTS

9

Pucynok 5. CepTuduxarsl cepBepa

Taxoli ceprudukar yxe COIEp>KUT 3aKPBITHIN KII0Y, a Takke uMeeT Tpedyembiid st 1S dhopmar

*.pfx.

1.2.2. T'enepamnus CSR 3anpoca ceprudukara Ha IIS 7

B otkpeBmiemMcs okHe, B obOmactu «J/ledictBusi», BbIOepHuTe om0 «Co3maTth 3ampoc
cepruduxara» (Pucynox 6).

PEJJAKLIVS 01
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[K «BIOJKET-CMAPT»

€5 » KSDB16 »

HACTPOIKA SSL HA IIS

@aiin  Pexanm  Cnpaska

@4 Hauanswan ctparuua

4 €5 KSDB16 (KEVSYSTEMS\kotove
@ Mynel npuacskeHuii
| -[&] cafiTbl

% CepTuUduKaThl cepeepa

Wcnonesyitte 3ty dyHkumio ans sanpoca v obpaboTkn cepTudnkaTos, KoTopbie seB-cepsep MOXET MCNONL30BEATE
c sef-caifiTamn, rae HacTpoeHo wonoaesosanne SSL

DUNETpEE * W MNepeiitu ~ % Mokazate BCE | Crpynnnpoears no: =
[ata okoH4aHWA HaL

Mman MNonyyatens cepTndukara Mocraswmk

[<] mn

Wmnoptnposate...

Cozpare 2anpoc cepTdrKaTa..,

3anpocyc cep

Cozpate ceprindmkar qomena...

Co3AaTh CAMO33BEPEHHBIA
cepTudmkar...

BrnroumnTe aEToMETHHECKYD
NOBTOPHYHE NPWBA3KY 0BHOBNEHHLX
CepTHgNKATOR

<

loTosHoCTE

B okHe mapaMeTpoB 3ampoca 3amnogHuTe ciaeayrorue mos (Pucynox 7):

[=l MpocmoTp BosmoxmocTeil m MpocmoTp cogepsnmoro

Pucynok 6. Co3nanue 3ampoca ceprudukara

— IlosHoe ums - anpec pecypca;

— Opranu3anus;

- Hoz[par;z(e.neﬂne — HE SBJISETCS 00s3aTeIbHBIM JJIA 3aIIOJTHCHU A,

— Topog;
— Oo0Jacrtn;

— CrTpaHa WJIH peruoH - o0003HaueHue CTpaHsbl (Ha JTaTUHUILIE);

0 Cnpaeka
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[K «BIOJKET-CMAPT»

CeolicTBa pazavuaroueroca MMeHn

HACTPOIKA SSL HA IIS

ana ceptudnkata. B nonax "Obnacte, kpait” n "MTopoa” gomkHe Beime
Ges coKpaLLeHuit.

Y

Monxoe nma: |Cer‘tificate

Oprannzauma: | Keysystems

Moapasaenenne: DPRSIB

lopog | Cheboksary

OBnacte, kpaii: | Chuvachya

CrpaHa nnn pernoH: |RU

loToBo | | OTmena

Pucynok 7. CBoiicTBa HMeHH cepTHU(UKaATA

Jasee BpIOCpUTE 3HAYCHHUE UTUHBI KiTtoua - 2048 6ut (Pucynox 8).

CeolicTEa nocTaBwmMKa cny6 wudpoBaHMA

BribepuTe nocTaelumMka cnyE WndposaHua u AnuHy B GuTtax. JnuHa kKnioda WwndpoBaHnA onpejenaer
0 ANuHE, Tem Bbllwe BezonacHocTe, OgHako Bonewan

CTOMKOCTE LN R cepTudg Yem &
ANNHA MOKET CHUSUTE NPOU3BCAMTENBHOCTE.,

o

MocT, cnyB wndp

| Microsoft RSA SChannel Cryptographic Provider v

[AnwnHa knroua (B Butax):

2048 v

| Hasag || Janee | | loToBD | | OTmena

Pucynok 8. CoiicTBa mocraBuiuka cryx0 mudpoBanus

Vxkaxure Mecto coxpanenusi CSR 3ampoca (310 Oyaer OOBIYHBIN TEKCTOBBIA (aiim *.txt)

(Pucynox 9).
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[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

3anpocnTe cepTudmMkaT ? 2

-“_UJ Wma daiina

Yiannte uMA daiina gna sanpoca cepTudnkaTa. 3TM CEEAEHMA MOTYT BbiTe OTNPABNEHEI B LEHTD
CepTUdUKALIN ANA NOANMCK.

Wra daiina gna sanpoca cepTudmkara:

| [

1t | ] « kotova » [okymeHTsl v G| | Mownck: okymentel

Ynopagounte ¥ Cozpate nanky ==

~ W
< L] aTa M3MEHEHNA
W WaBparnoe A

o 3arpyzkm
&l Hegashue mecta
B PaBouwii cTon

Her INEMEHTOE, YAOBNETEOPAHILLNY YCNOBWAM NONCKE.

M Iror KOMMBHOTED

f! CeTe
18 AIKON-PC
1M BACKUP
1 Ks-277
1M Ks-289
1M KS-295 v <]

Wma daitna: |requesﬂ

Pucynok 9. Ilyte k Mecty coxpanenust CSR 3anpoca

CSR moxHO creHepupoBatrh B Iporiecce 3akaza SSL-cepTudukara wim Ha CTOpOHE BeO-cepBepa
Ha BBINyCK cepTu¢ukara. 3anayeir CSR sBisiercs noaroToBka cnenuaibHOro ¢aiisa, B cocraBe KOTOPOro
Oyzer coneparbcs HeoOXoaumas HH(popMaIus o0 TOMEHe, Ha KOTOPbIA TUIaHUPYeTCsl BHITYyCTUTh SSL
ceptupukar u uHGOpmManus o6 opraHuzanuu, Bcé 3T0 Oyner 3ammdposano. Bmectre ¢ CSR Oyner
CreHEpUpOBaH 3aKPBITHIA KI0Y (private key), KOTOpeIM cepBep WM cepBUC OymeT pacmmdpoBHIBATH
Tpaduk Mex 1y HUM U KiueHToM (Pucyrok 10).

[ Prvote_key_ssiot —bromor R TE
®ann MMpaska ®opmaT Bua Cnpaska

----- BEGIN PRIVATE KEY----- =
MIIEvQIBADANngqhk'I GMBAQEFAASCBchggs AQEAAOIBAQDCHPYNZeoeirck
VTNWE 186zwz8KontKOUvqwbq6bYUIDXEY2//5KLkk1 6hmgdvzOGCcPTNKmyCHSab9
z gDOQNBX‘i mIPm38THHO2yhIKMSufr JEMBDN7P1618dwgTebesfFGILk2ZTDSI+GE
vbyjfcoy5ouumLA7IcEiBrigl epo/L8f9nqcalzPeJ9(Q7SdmczlyN6189czsz
KI1YRIQYCATIYeM+POSXSSR / Hmet hau wb #% L 4 vz Xr 31NL7gdnuCnYiDRVF4
m1BSME dgSqSs VIK+@M I SRSt 6 5 i a W s oy St -3 vQQ1sw/kdCOBQs

= - - T ILVY67AXA: x B L L T T P R T »£1C0os0vbszz3s

_l_l- o 5' adnixsg‘:z;--. - ~»--t=--’~rg-.u= S Do S i e WU CDEGLO4
Qaitn MMpaska ®opMaT Crpaska djeams © TN D o B e e Ny SRR 30 20 5 ) FOTVZL

Bua Ba]mx.g TRy R LA et e 5 et et s uw"m whiujw3d

----- BEGIN CERTIFICATE REQUEST=--=--- ;l B e L L g e e e g
MIICOjCCAbOCAQAWZDELMAKGALUEBHMCUTUXDZANBGNVBAGMBK1VC2NVAZEPMAOG QO Byt R SRS A e A HAER— L g VDA C
ALUEBWWGTWIZY09SMQ4WDAYDVQQKDAVFbWFybZELMAKGAL UECWWC SVQXF JAUBGNV SUTI a5 | adtonmet SES W0 S0 w85 g 580 B 2508 x8x
BAMMDWVT YXIVLXNZDC 5352 %mpuin fmainge m?b»WWUAMIBDHAWE?EKAOIB WTTHE £ 5 B e s e . 5-1‘0- . wfm: SR MuZr A
AQDCHPYNZEAS A i Wl S Akt s sein s W e e 7 /SKLKKT 6hmgdv e+Ygi B R T Blin 0 R LyBOX
ZOGCP T ottt wrifheing DItItiiie Sastumin T Sl o it sewiin 1 618dwgTebe MEFNI & B e macw-:x:k uIOo
STFE N 85500 sot oo 37 ctn Btim & 248 T ey 3T Wi LacQ78d ApP7R6r % PR e Tadng by e %y Jes b T siunzbyj
UGH £ 5 yMttiin o d 2 1ol g 5 o £ e Sagh ot S0t ot S D 31 1099NPGY Wl s gt g Tl T S g L e DA MDYNW
mx...«np.nu'owm.n-ww&.sw=c~~.:c'm¢d~~u¢cna 9YNG7 1 CHKAR S ol 4 agpeim 4 e e S 7ERhkmSRPV
GXVARE " e 5 .-r-&-”-m'-mﬂ S U s e ainAlUd hnVHWIG D W01 2080 2 Sy Sttt o 18 200 S e GXTURAOGARDRe
EWQUIttw o= Tt st g s e A it Sl e 5 87 1Z+gh2 ijVZN/WRtDSSpMSARLe"M SO0 v e swkZ 3PY2mHSUOAZ S 6M
3SCVHKXPES, Salnamtang & .l # S upnL aHoZPAZX nw3hdzCccFGj4Qi aszsk7ogKmes~ru i‘xg:].zannosgn'xuznorRustprn
CRMLDOMF ) /XSPPOLAL S i, 0 Halwieu o i n«~mav190mp58/ TkomGozuc unsswz‘rhksxquzccaonxr 3dwHDe4 20Rf8GB4CCgYEAT01POKPUYS31dZf)550g
tRFINPThUEVO6] YBFY7 jL2ZJZ6PFez54RKkXQKACXrz/ SwenFIYKZedsiLA3Mk+5T c07g,/m3QVRDI: ?ossxusauvcalxno/mIJavly;lnyQVLf/DfrLGuGPTFNanJ
vbgoeAuPpiB3MABC20EOWDSABUAZ7 evpISNCad 2 JRDFUMVBEC54BLT7 pASCqWIKQ TFQZKPUGGS51pAIFIUF16V/qLIZXORT ItuQdPYNOPXTUV]d4+6E0I4BpgHKFRED/4
8ugBhxs 54 zZFWCyFhwYebTsRpyyQ/nzc] /MXOdPKAFQb1Iunz+ACNSS5/XTmmEOZMT qapAsFe3w81P8kuEaeYGdfQ=

jakxx2bc o deee END PRIVATE KEY-==-=

----- END CERTIFICATE REQUEST-----

4] 4]

Pucynox 10. 3anpoc u 3aKkpBITHIii KJII0Y

PEJJAKLIVS 01



CTPAHUIIA 14

[K «BIOJKET-CMAPT»

HACTPOIKA SSL HA IIS

[Toce Toro kak mapa KJIHOYEeH MPUBATHBIN/TYOIMYHBIA CTEHEPUPOBAHBI, HA OCHOBE MyOJIUYHOTO
Kioda Gopmupyetcst 3ampoc Ha SSL-ceptudukar B Llentp ceprudpukamuu (Pucynox 11). Tlepen stum

M3MEHUTE pacmupenue ¢aina c *.txt na *.pl0.

TecToBbIN yaocToBepstowmii LeHTp MHpoTeKC

3anpoc Ha ceptnoukaT B Tectosbin YL

3arpy3uTe gaiin 3anpoca B gopmate PKCS#10:

@alin He BbIOpaH.
OTnpaeuTk 3anpoc |

3 Buirpysxa daiina ﬂ
" -
k) L) | .+ KomnetoTep ~ MokaneHent ance (C:) » Exchange M Q I Mowmck: Exchange £l
¥nopAagouuTe ¥ HoBas manka == | @
. -
7't MsBpanvoe =1 Hma [ata u3MeHEHWA Tun | Pasmep I_I
() Bitrix24 . BO 12.04.2017 16:08 MNanka c dainami
4l 3arpysku L br 25.01,2019 11:28 MNanka c dalfinami
i=l HenaBHue MecTa | kbk 23.11.2017 12:36 Manka c daknamm
B Pafiouuit cron . KPV-ckpunTEI 18.12,2017 1312 MNanka c dainami
. | reestr_agreements 28.04.2018 10:07 MNanka c hainam1
=l BubnroTerm
El] Subversion . rro 20.01,2017 13:57 MNanka c dainami
B Biaeo J SMART 25.08,2017 14:57 Marka c dalinamm
3 [LoKyMEHTE! . spr 19.04.2017 11:19 MNanka c dainami
=] Wsobpaketna . VB 09.06,2017 11:29 MNanka c dalfinami
J’ Myseiia — | video 25.01.2019 11:31 MNanka c dalfinam1
- . BopoHex 22.09,2017 %:09 MNanka c dainami
1M KomnbroTep
| |req.pld 3anpoc Ha cepTrdu... 2KB

ﬁ NokansHeli anak (C:
= NokaneHei anoe (D:

S Forall (\\Market) (M:)

. request.p10
B ss1_ns.2p

28.03.2019 15:29

27.03.2019 11:39
27.03.2019 11:26

S yImP (Vksfs) (R:) j

|| PA_D4_HacTpoiika S5L H...

3anpoc Ha cepTUdM. ..

zip Archive

Chrome HTML Docu...

1022KB
1109 KB

Wmn daiina: Irequest.plﬂ

j IBce daiinel (%)

OTKp'l\:ITb | vI
by

Pucynok 11. Ilepenaya 3anpoca B y10CTOBePSIOLIHIA LIEeHTP

Ckauaiite nonyueHHbIi ceptudukar (Pucynox 12).
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[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

TecTtoBeblin yaoctoBepsolmii LeHTp UMHdoTeKC

3anpoc Ha ceptndukar B TectoBbin YL

OTnpaeunts HOEIi sanpoc

CepTudMKaT co34aH us 3anpoca request.pl0

Cradatb |
OTkpmiTie «Certificate.cers x|
WKaToE  [lomouls

Bl cobipaeTecs oTKpBITE:
@ Certificate.cer
ABNAOWMIACA: cer File (1,8 KE)

w3 http: fftestcert.infotecs.ru

Kak Firefox cnegyer obpaborarte atot daiin?

€ onpere

% CoxpatmTh daiin

[ BLnonHATE B5TOMATHHECKM ANA BCeX (ainos AaHHOTO THNE.

OE | OTMeHa |

Pucynoxk 12. Coxpanenue ceptupukara, noryaennoro ot YI|

s ycraHOBKM Ha cepBep mnoiydeHHoro ot YI[ ceprudukara BOCIOJNB3YHTECh OMIUCH
«3anpoc ycranoBku ceprudgukaron» B MeHio «JlelicTrBus» (Pucynok 13).

L= lucnetuep cayx6 IS == =

@ | € v KsDBIG » |&@ =t @ -

®aiin Pekum  Cnpaeka

r escrms

= i x
@-|5 |8 3anpoc ycTaHOBKM CepTUOMKATOB WmnopTipoeats...
5 Hauanswan crparinyz - Copmaare
i Wenonss: OTKDBITHE eHO 03437 33NpPOC
P ﬁj KSDB16 (KEYSYSTEMSkkotovi M(nﬂﬂtﬁg p ;E T —
3 Tynel npuncsxenmii T |1 « kotova » [okymenTsl v & | Mownck: fokymeHTs! — L
I -[&] cafTel Punetpel CEpTM(UKATOB...
Waa Y¥nopagounte ~  Cospate nanky = - E @ = Co3gate ceptudukar gomena...
. = Co3gats camosasepeHHsiii
47 Vabpanmoe [aRi VL] 2Ta u3meHeHNA Tun ceprudukar...
18 3arpyzn [l Certificate 20,03.2018 12:55 Cepruguul BionoumTe asTomaTHyECKy0
. & MOBTOPHYHD NPUESSKY
=] Hepaenne mecta

o6HOBAEHHBIX CEpTMBHKATOE

@ Crpasca

B PaBouwii cron

78 3707 KomnBrOTER

€ Cemn
M BACKUP
18 K5-395
M Ks-414
M Ksws2
18 MSDN_WINTXE4 [ < [ m [

Vian paiina | v| [reer v]

Orkpers Ommena

<] m | >

< m » E MpocmoTp Bo3moxHOCTed |- MpocuoTp coaepxkumore

FoToBHOCTE

&

Pucynox 13. YcranoBka ceprudukara, noxydeHHoro ot Y1

B oxHe mapaMeTpoB 3ampoca 3anoaHuTe cieayroue noist (Pucynok 14):

— TlonsiTHOe UM — HACHTUPUKATOP cepTUdHKaTa;
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TTK «BIOJDKET-CMAPT» HACTPOIKA SSL HA IIS

— BbIOpaTh XpaHuwiInine cepTU(PUKATOB - YKOKUTE 3HAUCHUE «JIMUHBINY», OHO MOmOIAET s
CTaHJapTHOro pasMmenieHust (3HaueHue «Pasmerenue BeO-ciyx6» ucnonpzyercs ans SNI
TEXHOJIOTUH).

OTBeT LeHTpa cepTudUKaLn

33BepLUNTE HAYATYHO NPOLEAYPY 3anpoca cepTud y daiin, 8 pom © CA OTBET
LEHTPA CEpTURUKALIM,
Wma daiina, cogeg 0 OTBET pa cepTud
|C:\Users\kotova\Documents\Cer‘ti‘ficate.cer | El
MoxaTHoE uMa:
|CEpTH¢MKaT| |
BbibpaTe XpaHUNNLLE CEPTMGNKATOE 4NA HOBOTO CEpTMdMKaTa:
|ﬂHHHbIﬁ W |
[ ok || omena

Pucynox 14. 3anpoc ycraHoBKH cepTuGHKATOB

ITo xHomke [OK] ceprudukar cpasy otoOpasutcs B crucke «Ceprudukarbl cepBepa»
(Pucynox 15).

€ ) KSDB16 »

Pexum  Cnpaexa
CepTudukaTtsl cepsepa
G Ceprupuary cepoep —
? Hauaneran crpaniuz Wenonesyiite 31y dyHkunm AR 3anpoca u 0BpaBoTki CEpTUGUKATOE, KOTOpPEIE BEB-CEPEER MONET HCMOMEIOBATE ¢ 5B-caiiTamy, rae HacTPoEHD Cosgats 3anpoc
493 KSDB16 (KEYSYSTEMS\kotova [ CepTMONKaTA...
-} TMynel npunoxennii Janpoc ycTaHoskK
bl caiitel DuABTpBE - W Mepeiitn - % MokaszaTs sce | Crpynnupoeate no: Bes rpynnuposatig - CepTiuaTOE...
- Wma - " Monyuatens ceptudukata " MocTaewmk * Jata okoruanna 3w cepTudmkata Coanan cep b CIRE
Ceptudmar Certificate Agmunncrpatop Tectosoro ¥...  28.01.2020 13:31:00  FOB7BF22C64752D4EDCCL CospaTe camosaseperHsii
CEPTDMKAT...
Bua,..
3KCNOPTMPOBATE. .
OBHoBWTD...
K Yaanume
BRAMOUMTE BETOMATHHECKYHD
NOBTOPHYHD NPHBA3KY
OBHOBREHHDN CEpTGMKATOR
@ Copasia
[ <] m [>]
<] ] [T> [ =] MpocuoTp BosmoxHocTei |12 MpocmoTp coepxumoro
loToekHocTs €.

Pucynox 15. Ceprudukarsl cepBepa
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[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

1.2.3. IIpeoOpa3zoBaHue cepTu(PUKATOB

B tom ciydae, korna monydeHHbii ot LlenTpa ceprudukamumn ceprudukar umeer dhopmar *.Crt,
ero HeooxoaumMo HacTpouTh nox IIS, To ecTh moy4unTh TpeOyembIii popmar *.pfx.

Haxmure coueranue kiaapum <WIN+R> u BBogum «mmcy, i Bbi30Ba ocHacTKH (Pucynok 11).

Pucynok 16. Bb130B ocHACTKH

Jasnee HeoOxoaumo depe3 MeHto «Daiin» 100aBUTh HOBYIO OCHACTKY (Pucynok 17).

Koncone1 - [KopeHb KoHCoMM]
Jeiictene Bug  WMsBpannoe Owno  Cnpaska
Q! Cozgate Ctrl+M
= OTKpEITE... Ctrl+0
1 CoxpaHnTs CTRL+5
Coxparus xax.. Her 3nemenTos 4na oToBpaskeHa B 3ToM BUAE,
lloBasuTe N yaanNTE OCHACTKY... CTRL+M
Mapametpbi...
1 devmgmt
Bexog
Pucynok 17.

Haiimure ceprudukarel u Haxmute KHONKy [[do6aButs| (Pucynox 18).
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[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS
®ain | deiictene  Bug Va6 Okno  Cnp
d Cozgate Ctri+M
E OTKpBITE... Ctrl+0
Coxpannte CTRL+S

= Het anemenToe ana OTOGpE)KEH WA B 3TOM

| Ho6asuTe WK yRannTe oCHACTKY... CTRL+M
i

Bl MomeTe BrGpaTE EHECTKN ANA 3TOIH KOHCONW M3 AOCTYMHEIX HA KOMMEKOTEPE OCHACTOK M 3ETEM HACTPOUTL WX, [lna
PECWHPAEMBIX OCHE MOHO HACTPOWTE TpebyeMoe pacumMpetmte.

[AoCTyMHEIE OCHECT! BifipaHHEIe ocHacTKM:

MocTasiumK -~ Ej KopeHb KoHoonM
... () Kopropa...
... MioosoftC...
. Microsoft C...
. Microsoft C... Beepx
Microsoft C...
Microsoft C...
. () Kopropa...
(c) Kopnopa...
.. Microsoft C...
Microsoft C...
Microsoft C...
Kopnopaum...
o . (c) Kopnopa...
(%) CvcTemHoit N, .. Microsoft C...

YaanuTte

| )

Onmcanme:
OCHACTKE CEPTURMKATOE noMpuaa‘rh COAEPAHMMOE XPEHUWLL ANA NOWCKE CBOWX CEPTUGMKATOE, CEpTMRMKATOS

cnykb UK KoMAbKOTEPoE.

Pucynok 18. JIo6aBsienne ceprudgukara

B crienyromem OkHe BbIOEpHTE CIOCOO YIpaBiICHHUs cepTH(UKATAME: ISl «y4eTHOW 3aIicH
koMmbrotepay (Pucynox 19).

37a ocHacTKa Bceraa ByaeT yNpaEnATe CEpTURUKATAMI ANA:
(C) Mo y4ETHO 33MMCK NoNb30BaTENA

() yueTHoit saMMCK cyxGbl

(®) yusTHOM 33MMCH KoMMERTEDE

| < Haszan || ﬂanee>~|| Omena

Pucynox 19. Crniocod ynpasienusi cepruuraTamMu

IMoareepauTe, uTO OYHET OCYLIECTBIATHCA YIPABIEHHE MMEHHO JIOKAILHBLIM KOMIIBIOTEPOM
(Pucynox 20).
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[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

Bribop komnerTERA -

BoifepuTe KOMMLIOTED, KOTOPLIM AONXHE YIPEENATE 3T OCHACTKA.

378 OCHACTKE Boerga YTpPSENAET

(®) noKankHEIM KOMMBIOTEROM (TEM, Ha KOTOPOM BLINONHASTCR 3T3 KOHCONS) |

() mpyriM KoMMbtoTEpoM: D6sop

[[] PaspewaeTcA nsmeHAT: BEIGpaHHEIA ANA YNPEENEHUA KOMMEIOTED MDY SEMYCKE S
KOMEHOHOA CTPoKM. [TPMMEHAETCA TONMBKO NPW COXPEHEHIMM KOHCOMM.

| < Hasan ” loToso | | Omveta

Pucynox 20. Bei6op koMnbioTepa

Janee BbiOepuTE MyHKT «3anpochl 3aiBOK Ha cepTudUKAT», HAiAUTE Balll 3aIIPOC U BBIOJIHUTE
AKCIOPT MO MPaBOM KJIABUILIE MBIIIIH.

B oTkpbiBIIEMCs OKHE MacTepa dKCIopTa cepTU(UKATOB BhIOEpUTE ONIMI0 «Jla, SKCIOpTUPOBAThH
3aKpBITHIA KIIO4». OTMEThTe (IIaKKOM OMIUI0 «BKIKYHTH M0 BO3MOKHOCTH BCe CepTH(PHMKATHI B
nyTh cepTuduKannm» U BBIMOIHUTE dKcopT *.pfx apxuBa. B mporecce 3xcnopra HEOOXOUMO yKa3aTh
IyTh BBITPY3KH, & TAKIKE MPUAYMATh M OATBEPIUTh apoJib B OkHe Mactepa (Pucynoxk 21).

3KCNOpPTAPOEATE B

|C:\Users\koto\ra\Desktop\Certificate.pf'x | III

Mapone:

MogreepauTe napons:

== |

| oK | | OTmena |

Pucynok 21. Dkcnopt ceprudukara

1.24. Dxkcnopt ceprudukara ¢ Ipyroro ceppepa

IIpu mepenoce ¢ napyroro cepsepa cepTUdUKAT CHadaja HEOOXOAMMO BBITPY3UTh C JAHHOTO
cepBepa, 4ToObI IIOTOM UMIIOPTUPOBATH HA HOBBIN cepBep (Pucynok 22).
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[K «BIOJKET-CMAPT» HACTPOMKA SSL HA IIS
o [Awvcnetuep cayxs IS - | o[
@0 % » sosie » |@ - W @-

®aitn Pexunm  Cnpaska
y Neictena
Qé' CepTuduKaTLl cepeepa
C Wmnoptrpesars...
&'- Hauanerias crpaniua || Wcnoassyitte sty dyrkuyito ana sanpoca n o6paBoTkn cepTudukatos, KoTopsie Be6-CEPBEP MOKET NCMONBS0BATE C CosypaTe=anpog
a8 KSDB16 (KEYSYSTEMS\kotovs BEB-CaifTany, r4€ HACTPDEHD MCNONb3oEaHNE SSL. ceprudnkara...
;’ MyAbl npunoserwi 3anpoc ycTanoskn
l:> (@] caiThl GuneTps: - Mepeiitn - \g; Mokasate sce | Crpynnuposats no: - CepTUdNKATOS. .
Wmn - Monyuatene ceprudukara MocTaewme Mlata okoHuaHnA Cosgare ceprudukar pomena...
i CepTudhnkat Certificate Anvaunartnaton Tectneorn Y 28 (11 2020 13-31-0 Coznare sans p ii
Mmnopruposate...
Co34aTh 3aNpoc CEPTUGMKATA...
3anpoc yCTaHoBKM CEpTHHKATOE.., e
Co3aars cepTudnKaT AoMEHE .
Co34aTk camozaBepeHHBIi cepTudniar... MATUUECKYHY
MBAZKY
Bua... FepTndnKaTos
| JkcnopTMposaTe..
(OBHOBWTE...
K VYpanute
BKKOUMTE 3ETOMATUYECKYHD NOBTRPHYH NPUBA3KY 0GHOBNEHHE CEpTUDNKATOR
i@' Crpaska
< n >
< m > “z] MpocumoTp BoamoxHocTed || - MpocuoTp cogepkumoro
loToBHOCTE Gj

Pucynok 22. Dkcnopt ceprudukara

AHaIOrMYHO OMMCAHHIO MPEIBLAYIIETO MyHKTa JaHHOTO JTOKYMEHTa YKaKUTE MYyTh BBITPY3KH, &
TaKXKe MPHUIyMaiTe U MOATBEPANUTE MapOJIb I AaHHOTO ceprudukara (Pucynok 23).

JKCNopT cepTMdMKaTa _

3KCNOpPTUPOEATE B

|C:\Users\koto\ra\Desktop\Certificate.pf'x | III

Mapone:

MoaTeepauTe napons:

| OK%J | OTmeHa |

Pucynok 23. 3axanue napoJisi ¥ MyTH BBITPY3KH cepTHGUKATA

BoirpyxeHHnslii  cepTudukar o0TOOpasuTCs B Karajore pasMelleHus (C COOTBETCTBYIOLIUM

3HAYKOM -ﬁ') 1 OyJIeT TOTOB K MOCJIEAYIONIEMY UMIIOPTY.

1.25. Hmnoprt ceprudukara Ha cepBep

Jns  nanpHeimeir paboTbl HEOOXOAMMO HMMIIOPTUPOBATh HYXHBIH cepTudukar. OTkpoiite
mucnerdep IIS u nepeiinute B okHO «CepTrdukatsl cepepa» (cM. Pucyrnox 5). B oTkpbIBIIEMCs OKHE, B
obnactu «JleiicTBus», BeiOepuTe onimiio «mnopTupoBarh». B pexxume «O630p» BoiOepuTe pfx apxus
(Pucynok 24).

PEJTAKILIA 01



CTPAHMUIIA 21

[K «BIOJKET-CMAPT»

HACTPOMKA SSL HA IIS
@ Aucnetuep cayx6 IIS == xT]
@ ) [%» xsosis » CEEL )

Qaiin  Pexum  Cnpaeka

Q-2 I8
3 Hauansnas crpannya
493 KSDB16 (KEYSYSTEMS\kotova
-2 Nynet npunoxenunii
b -] caiitel

q'ﬂ CepTudukatsl cepsepa

Wcnonssyire 31y dyHkumio 3na 3anpoca u o6paborku cepru

, KOTOpbIE BE6-CEPBEP MOXET HCNONBIOBATL
¢ Be6-caiiTamm, rae HACTPOEHO ucnonesosanne SSL.

1 _| Wmnoprupoears... |

Cozaate 3anpoc cepTUdMKaTa...

3anpoc ycTaHoBKM CEPTHPHUKATOS...

Ounbrper: ~ W Depe > % Moxasare gce | Crpynnupogats no: = Co3paTe cepTUdMKAT AOMEHA...
Wnms 2 Mo b cepTUdmKaTa Mocraswmx Jlata oxoHuaHua Xau Co33aTh CaMO33BEPEHHDIN
Cepruduxar €db16.keysystems.local ksdbl6.keysyste... 19.03.20203:00:00 A5 CepAAT e
Wmnopt ceptudmkara

Daiin ceprudmxara (.pfx): '@j il | I- Pabouwii cron v ¢ I [ Mowck: PaBoumii cron r I e

| 2 ] E Ynopsaounts v  Co3gare nanky g v [l @ pix
x stp ~

Mapone: 3 Vsbpannoe Il

I I ‘ 18 3arpysco J Kotoea Wpuna Bragumuposa
| Hepaenue mecra. |

|
Beibpare xp ceprd Bl Pabouwii cron }&) 370T KOMNBIOTEP
|I1uunuii vl e
1% 3707 KOMNBIOTED A=
| bubnuorexn
[V Pasp 3KCNOpTHP 3707 cepTid G c |
ets
7 8 AIKON-PC
 cen
s
™ KS-109 =
J. | Certificate
P K516 Pl Daiin 06Mena MMUHOR HOOPMS,.,
™ Ks-117 v 0 Gaiir
< L Vs Gaiina: | Certificate_apid28637 o] [ vl
< | m > { MpocmoTp eo3moxHOCTER I._"; Mpocy 3 I Orkpoits Ormeria |
loTosHoCTE

Pucynok 24. IloaroToBka Kk HMIOpPTYy cepTuUKATA

IMapoJs - ykaxxute naposib (YyCTaHOBJIEHHBIN TP BBITPY3KE);

BeiOpaTe XpaHujuie cepTH(PHUKATOB - YKKUTE 3HAUCHUE «JIMUHBIN», OHO TONOHAET IS
CTaHAapTHOTO pa3MeliieHus (3HadeHue «Pa3merieHue Be0-cinyx0» ucrnonssyercst st SNI TexHOI0rHnm).

Nmnopt 6yaer BeimonaeH o kHornke [OK] (Pucynox 25).

Daiin ceptudrnkara (ph):

| Ch\Users'\kotova'\Desktop' Certificate.pfx

Mapone:

BriGpate xpaHnnuLLe cepTudnkaTos:

|.ﬂHHHbIﬁ

[W] Pazpewuts 3kcnopTip osate 3ToT cepTudmkar

| OKQ—‘ | OTrena |

Pucynok 25. Umnoprt cepruduxara

1.3. H3MeHeHMe NPUBS3KHM caiiTa

I[anee BLI6epI/ITC KaTajaor «CalThl» U II0 ICTIKY HpaBOﬁ KHOMNKOM MBIIIH I10 COOTBCTCTBYIOH_[eﬁ
CTPOKC BBIﬁepI/ITe B KOHTCKCTHOM MCHIO ITYHKT «3MeHuTh TPUBA3KU» IJIA HaCTpOﬁKH IpOTOKOJIa httpS B

IS (Pucynox 26).
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Moaxnouenns Q_. .
T é CaiThI
&5 Hauaneman crpanmiua
P o] : - Oepeit
493 KSDB16 (KEVSYSTEMS\kotova e i
: Mynbl npuacxkernii Wnas - D CocToaHue
&/ caliTel l‘;Default\'\.’eb Site 1 PaBortaer (..
b & Default
b L ) Mpoeogruk
PegakTupoeaTe paspeLlerma..,
_:‘ JoBaBnTe NpUACHEHNE. .,
——{loBasuTr BupnankEl CaTa0ar
M3MEHUTE NPHEASKA... i
Lo
¥npaenedne eel-caitom 3
i3 OBHoBuTE
K Vaanure
MepenmeHoeate
(2 MMepexnrounTbcA B pEXMM NPOCMOTPA COAEPHUMOTO

Pucynok 26. Hacrpoiika nporoxouaa https B IIS

VYxaxute mis caitra (Pucynok 27):

OpanamMayspe);

M y3a1a - yKaxuTe 10JIHOE Ha3BaHUE CailTa;

HACTPOIKA SSL HA IIS

Tumn - https 1 HOMep HoOpTa, MO YMOJYAaHUIO, 3TO MopT 443 (yOemuTech, YTO OH OTKPHIT B

SSL-cepTudukar - BbIOeprUTEe UMIIOPTUPOBAHHBIN CEPTH(HHUKAT U COXPAHUTE HACTPONKH.

MpweAskKM caiita 7 X
Jobaenenue NpUBAsKK calTa _
Tun b...
http Turm: IP-agpec: MopT:
[https v| [192.168.131 v|fas ]
Wraa yzna:
|apps1.dprsib.ru |
Tpetoeate cBo3HAYEHNE MMEHN CEPBEDE
S5L-cepTuduikar:
|CepTM¢mKaT V| | BriGparte... | | Bug... |
| O'E | Otmena |
e
Pucynok 27. Jlo6aB/ienne npuBs3KHA caiiTa

B 3aBepuienue nposepbTe caidt o npotokoiny HTTPS: B anpecHolt cTpoke JOMKEH 0TOOPA3UTHCS
3aKpBITBIN 3aMOYeK. DTO 03HayaeT, uto ssl ceprudukar ycranosnex B 1IS npasunbro (Pucyrok 27).

6

E Bugzilla Main Page

S5L-cepThdmEaT

& & https:[/www.

D ApeHa 1

Pucynox 28. TIpoBepka KOPpPeKTHOCTH YCTAHOBKH cepTH(HUKaTa
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[K «BIOJKET-CMAPT» HACTPOIKA SSL HA IIS

I'JIOCCAPUIA

Certificate Signing Reques (CSR) 3ampoc - 3ampoc Ha moyiydeHHe cepThdukara, KOTOpPBIH
npencraBiasier coO0il TEKCTOBBIM (aiin, comepkamuii B 3aKOAMPOBAHHOM BHUAE HWH(MOpManuoo 00
aJIMUHUCTPATOPE JIOMEHA ¥ OTKPBITHII KITIOY.

Secure Sockets Layer (SSL) - ceprudukat — ypoBeHb 3alIMIIECHHBIX COKETOB — YHHKAaJbHAs
mudpoBass MOANUCH caiita. Takoil cepTHdUKAT HyXeH JHOOBIM OpraHU3alysM, pabOTAOMMM C
NePCOHANBHBIMHU JTAHHBIMH JUISI TIPEIOTBPAICHHUS HECAHKIIMOHUPOBAHHOTO JOCTYIA K HH()OPMAITHH.

HTTPS (HyperText Transfer Protocol Secure) — »sto pacmmpenne mnporokosa HTTP,
noxaaepxkuBaronee mudposanue. Jlanuele, nepenaBaemble no nportokony HTTP, «ymakoBbiBatoTcs» B
kpunrorpaduueckuit mporoxon SSL unu TLS. [Ho ymomganuto HTTPS ucnonssyer 443 TCP-nopt (amns
uezamuiiennoro HTTP ucnoas3yercs mopr 80).
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TK «BIOJDKET-CMAPT» HACTPOWKA SSL HA IIS

INEPEYEHb COKPAILIEHUUA
Coxkpaiuenue Tepmun

1 2

[IK ITporpamMmMHBIN KOMILIEKC

CSR Certificate Signing Reques, 3anpoc Ha nonydeHue ceprudukara

SSL Secure Sockets Layer, ypoBeHb 3aIIUIIIEHHBIX COKETOB

PEX ®dopmar, IpeaHa3HAYEHHBIN U1 XPaHEHUs] KIIF0OYEBOM Mapbl, KOTOPBIM pPacliO3HAETCS U

HCIOJIb3YETCs Opay3epaMu U MOYTOBBIMHU areHTaMH
Y Y 10CTOBEPAONIUI HEHTP
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JUCT PETUCTPAIIMA UBMEHEHU

HACTPOIKA SSL HA IIS

JOKYMCHTA

HMIOpTa, Ipeodpa3zoBaHus cepTUPHUKATOB). I3MeHeHa CTpyKTypa

Howmep IIpumeuanue Hara ®UO ucnonHuTENs
BEPCUH

01 Hawansraas Bepcus 20.03.2019 | Korosa U.B.

02 JlokyMeHT mopaboTaH o BOIpOcaM IOJIb30BaTeNe (100aBIeHO Omiucanne 04.04.2019 | Korora U.B.
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