3aperucTtpupoBaHo B MuHtocte P® 3 anpensa 2008 r. N 11462

®ENEPAIIbHAA CITYXBA NO TEXHUYECKOMY U 3KCMOPTHOMY KOHTPOIJIO
N 55

®EOEPANBHAS CNY)XXBA BE3OMACHOCTU POCCUNCKOW ®EQEPALIUU
N 86

MWHUCTEPCTBO MH®OPMALIMOHHbIX TEXHONOIMA U CBA3U
POCCUUCKOUN ®EOEPALIUU
N 20

NPUKA3
ot 13 cheBpans 2008 roga

OB YTBEPXXOEHUW NOPAOKA
NPOBEAOEHNA KNTACCU®UKALUUN NHOOPMALIMOHHBIX CUCTEM
NEPCOHAJIbHbIX OAHHbIX

B cootBeTcTBMM C NyHKTOM 6 [NonoxeHuss 06 obecneyeHnn 6e30MacHOCTU NEPCOHANbHbIX AAHHbIX
npu wux obpaboTke B WHMOPMALMOHHBIX CUCTEMaxX MEepPCOHamnbHbIX [AaHHbIX, YTBEPXAEHHOro
MoctaHoBneHnem [lpaButensctBa Poccuiickon Pepepauum ot 17 Hosibps 2007 r. N 781 "O6
yTBepxaeHun MNMonoxeHns o6 obecneyeHnn 6e30MacHOCTM NepCOoHanbHbIX AaHHbIX MpY MX obpaboTke B
WH(OPMALUMOHHBIX CcUCTEMax nepcoHanbHbIX AdaHHbix" (CobpaHve 3akoHogaTenoctBa Poccuickon
depepaumm, 2007, N 48, yacteb Il, ct. 6001), npukasbiBaem:

YT1Bepantb npunaraembln [lopsagok npoBefeHus knaccugukaumm MHPOPMAaLMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX.
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oT 13 cheBpans 2008 r. N 55/86/20

NOoPANOK
NPOBEOEHUA KNTACCUDPUKALIUN NHOOPMALIMOHHBIX CUCTEM
NEPCOHAJIbHbIX OAHHbIX

1. Hactoswwun lNopsigok onpepenseT npoBedeHue knaccudmkaumm MHPOPMALMOHHBIX CUCTEM
nepcoHanbHbIX AaHHbIX, NPeacTaBNALMX CO60M COBOKYNHOCTb NEPCOHAMNbHbIX JAHHbIX, COAEpPXaLLMXcs
B 6asax [AaHHbIX, a Takke MHOPMALUOHHBIX TEXHOMOrMM U TEXHUYECKUX CPEeACTB, MNO3BOMSOLLUX
OCYLLEeCTBNATbL 06paboTKy Takux nepcoHasrbHbIX AaHHbIX C UCMONb3OBaHWMEM CPEACTB aBTomaTusauum
(oanee - MHOPMALMNOHHBLIE CUCTEMbI) <*>.

<*> A63aL nepsbii nyHkTa 1 MNonoxeHns o6 obecneyeHnn 6e30NacHOCTU NePCOHarnbHbIX AaHHbIX
npu ux obpaboTke B WHPOPMALMOHHBIX CUCTEMAax MepCoHanbHbIX [OaHHbIX, YTBEPXAEHHOrO
MocTtaHoBneHvem lNpaButensctBa Poccuiickon depgepaumm ot 17 Hoabpa 2007 r. N 781 (CobpaHue
3akoHofartenbcTBa Poccurnickon ®epepauun, 2007, N 48, yacTts Il, cT. 6001) (ganee - MNMonoxeHwne).

2. Knaccudwmkauusi MHEPOPMALMOHHBIX CUCTEM NPOBOAWUTCS TOCYAapCTBEHHBIMU OpraHamu,
MYHULMNANbHBIMW  OpraHamu, pUaNYECKAMU U OU3NYECKMMU NMLAMKU, OPraHu3yloWwyMMu u (unum)
OCYLLECTBMSAOLWMMY 06paboTKy NepcoHanbHbIX AaHHbIX, @ Takke onpeaensowuMm Lenu u coaepxaHme
06paboTkm nepcoHanbHbIX aHHbIX (danee - onepaTop) <*>.

<*> AB3au nepsbiv NyHKTa 6 MNonoxeHus.

3. Knaccudmkaumsa nHHOpMaLMOHHbBIX CUCTEM NPOBOAUTCS Ha aTane co3aaHus UHPOPMAaLMOHHBLIX
cucteM MM B XOA4e UMX JKchnyaTaumy (Ans paHee BBEAEHHbIX B 3KcnnyaTauuio 1 (unwm)
MOOEPHM3NPYEMbIX UHOPMALMOHHBIX CUCTEM) C Lenbio YyCTaHOBMEHUA MeTodoB M cnocoboB 3alinThbl
nHdopmaumm, HeobxoamMMblx Ans obecnevyeHns 6Ge3onacHOCTV NEPCOHANbHbIX AAHHbIX.

4. MNMpoBeaeHue knaccudurkaumm MHPOPMaLMOHHBIX CUCTEM BKIOYaeT B cebs criegyrowime atanbi:

cOOop 1 aHanNu3 UCXOAHbIX AaHHbIX MO UHPOPMALIMOHHOW CUCTEME;

npucBoeHne WHMOPMaLMOHHON CUCTEME COOTBETCTBYIOLLEro Krnacca W ero [OKyMeHTarbHoe
odopmneHme.

5. MNpu npoBegeHun knaccudukaunum MHPOPMALMOHHOW CUCTEMbI YYUTLIBAOTCHA creayloLlme
UCXOAHble JaHHble:

kaTeropusa obpabaThHBaeMbelx B MHOOPMALMOHHOM CHUCTEMEe [NePCOHAJIbHBIX INAaHHBIX —

X

on
obwveM obpabaTEBaEeMEIX [IepCOHAaJIbHBIX IOaHHBIX (komMuecTBO CyOBEKTOB
IepPCOHAaJIbHBEIX IAaHHEIX, IepCcoHaJibHEIe IaHHHEE KOTOPHIX OOpabaTeBalTCA B
nHbGOPMALUMOHHOM cucTeme) - X ;

HIIO

3aflaHHble ONepaTopoOM XapakTepucTukn 6e3onacHoOCTM NepcoHarnbHbIX AaHHbIX, 0bpabaTbiBaeMbIX
B MUHPOPMAaLIMOHHOW CUCTEME;

CTPYKTYpa MHOPMaLNOHHOW CUCTEMBI;

Hanuyne NoAKMYEHUN NHAOPMALIMOHHON CUCTEMBI K CETSIM CBSA3M OOLLEro nonb3oBaHusa v (Mnm)
CeTsIM MeXayHapoaHoro MHPOPMaLMOHHOrO OOMEHa;

pexunm obpaboTkM NepcoHanbHbIX AaHHbIX;

pexuM pasrpaHu4eHns npas AoCTyna nonb3osaTenen NHpoOpMaLMOHHON CUCTEMBI;

MeCTOHaxXOXJeHne TeXHNYECKNX cpeacTB MHOPMaLNOHHOW CUCTEMBI.

6. OnpemensoTcd cJenyomme kKaTeropur oOpabaTHBaeMHXx B MHOOPMAaLMOHHOM
cCucTeMe IepPCOHAJIbHHEX IOaHHEX (X ) :

nn

kateropus 1 - nepcoHarnbHble AaHHble, KacalolMecs pacoBOM, HaLMOHANbHOW MPUHAAIEXHOCTH,
NONUTUYECKUX B3rNSA0B, PENUIMO3HBLIX U PUNOCOPCKMX YOEXAEHUN, COCTOSAHUSA 300pPOBbSA, UHTUMHOMN
XWU3HWY;

Kateropuss 2 - TMepcoHamnbHble [daHHble, MNO3BONsWME KNAeHTUdMLMpoOBaTL CyObekTa
nepcoHanbHbiX AaHHbIX W MNOMYyYUTb O HEM AOMOMHUTENbHYD WHGOPMaUUIo, 3a UCKIHYEeHUeM
nepcoHanbHbIX JAaHHbIX, OTHOCALLMXCS K KaTeropuu 1;



Kateropusa 3 - MepcoHanbHble [daHHble, MO3BOMsAWME MAEHTUPULMPOBATL CybbekTa
nepcoHarnbHbIX AaHHbIX;

KaTeropus 4 - obeanuyeHHble 1 (Mnn) obLweoCTyNHbIE NEPCOHAarbHbIE AaHHbIE.

7. X MOXeT IIPMHMMAaTLE ClleyrlMre 3HadYeHMd:

HIIO

1 - B MHpOpMALMOHHONW cucTeMe 0aHOBpeMeHHO obpabaTbiBaloTCsi NnepcoHanbHble AaHHbIe Bonee
yem 100 000 cybbekTOB NEepcoHanbHbIX AaHHbIX UM NEPCOHanbHbIE AaHHble CYOBEKTOB NEepPCOHarbHbIX
AaHHbIX B Npegenax cybbekrta Poccuiickon ®epepaunn nnn Poccuiickonn Pegepaumm B LENOM;

2 - B WH(poOpMaUMOHHOW cucTemMe OOHOBPEMEHHO obpabaTbiBaloTCs NepcoHarnbHble AaHHble OT
1000 go 100 000 cyObekToB nepcoHanbHbIX AaHHbIX WM MNepcoHasnbHble [OaHHble CYyObLEKTOB
nepcoHanbHbIX AaHHbiX, paboTawolwmx B OTpacnu 3koHomuknm Poccuiickon ®depgepauun, B opraHe
rocygapCTBEHHOM BNacTu, MPOXUBAIOLWMX B Npefenax MyHuuunansHoro obpasoBaHus;

3 - B WH(pOpMaUMOHHONM CUCTEME OAHOBpPEMEHHO obpabatbiBaloTcs AaHHble MeHee yem 1000
CyOBEKTOB MEepCOHanbHbIX AaHHbIX UMW NepCoHarnbHble OaHHble CYOBHEKTOB NepCcoHanbHbIX AAHHbLIX B
npegenax KOHKPETHOW opraHu3aummn.

8. Mo 3agaHHbBIM oOnepaTopoM XapakTtepucTvkam 6e30MacHOCTM NepCcoHanbHbIX OaHHbIX,
obpabaTbiBaeMbix B MHHOPMALMOHHOW cucTeme, MHAOPMAaLMOHHbIE CUCTEMbl MOApasAenstoTcd Ha
TUNOBbIE K crieymnarnbHble MHOPMALMOHHBbIE CUCTEMBI.

TunoBble WH(OPMALMOHHbIE CUCTEMbl - WHAOPMAaLMOHHbIE CUCTEMbI, B KOTOpbIX TpebyeTtcs
obecneyeHne TOMNbKO KOHPUAEHLMANBHOCTN NEPCOHaNbHBLIX AAHHbIX.

CneuuaneHble MH(OPMAaLMOHHbIE CUCTEMBI - WH(OPMALMOHHbIE CUCTEMbI, B KOTOPbIX BHE
3aBMCMMOCTM OT HeobGxoguMmocTu obecnevyeHuss KOHpMAEHUManbHOCTM MNEepPCOHANbHbIX  AAHHbLIX
Tpebyetcs obecneuntb xoTs Obl OAHY M3 XapakTepucTuk 6e30nacHOCTVM MNepcoHarnbHbIX AaHHbIX,
OTJINYHYIO OT KOH(pMAEHUMANbHOCTU (3aLUULLEHHOCTb OT YHUYTOXEHUS, N3MEHEeHUsl, ONoknpoBaHus, a
TaKkkKe MHbIX HECaHKLMOHMPOBaHHbIX AENCTBUN).

K cneuyunanbHbiM MHOPMALMOHHBIM CUCTEMAM AOMKHbI OblTb OTHECEHBI:

NHOPMALIMOHHBIE CUCTEMbI, B KOTOPbIX 0BpabaTtbiBalOTCA NepcoHanbHble AaHHble, Kacallmecs
COCTOSIHMS 300POBbS CYOBHEKTOB NEPCOHArNbHbIX AHHbIX;

WH(POPMALIMOHHbIE CUCTEMBI, B KOTOPbIX NPEAYCMOTPEHO MPUHATUE HA OCHOBAHUM UCKIMIOYUTENBHO
aBTOMaTU3NPOBAHHOW 06paboTKM NepCOoHamnbHbIX AaHHbIX pPELUEeHUA, MNOpOoXAAlLMX HpuaMyecKkne
nocneacTBus B OTHOLLEHMU CyObekTa NepcoHarnbHbIX AaHHbIX UKW MHbIM 06pa3om 3aTparvBaoLLmx ero
npasa W 3aKOHHblE NHTEPECHI.

9. Mo cTpykType nHPopMaLMOHHbIE CUCTEMBI MOAPa3AensoTCs:

Ha AaBTOHOMHblEe (HE MOAKMIOYEHHbIE K WHbIM WHAOPMALUMOHHLIM CUCTEMAaM) KOMMMEKChI
TEXHUYECKMX W MPOrpamMmMHbIX CPEACTB, NpedHasHayeHHble Anst ob6paboTKM MnepcoHanbHbIX AaHHbIX
(aBTOMaTu3npoBaHHble paboune mecTa);

Ha KOMMMEKCbl aBTOMAaTU3UPOBAHHbIX Pabounx MecT, 06beANHEHHbIX B €AMHY UH(OPMAaLMOHHYO
cUCTeMY cCpeacTBaMu CBA3N 6e3 MCMonb30BaHUSA TEXHOMOrMM yAaneHHoro [ocTyna (nokanbHble
WHOPMALIMOHHBIE CUCTEMBI);

Ha KOMMIIEKCbl aBTOMATU3NPOBAHHbLIX Paboumx MecT U (uUnm) mfoKamnbHbIX MHOPMALMOHHBIX
cUcTeM, OO0beOMHEHHBIX B €AUHYI0 MHAOPMALMOHHYIO CUCTEMY CPEACTBaMM CBA3U C MCMOMb30BaHMEM
TeXHOMNorM1 yaaneHHoro goctyna (pacnpegeneHHble MHOPMaLNOHHbIE CUCTEMBI).

10. Mo HamuuuMio NOAKMIYEHUA K CEeTAM CBs3M OOWero nonb3oBaHus w  (Unun) ceTam
MEXOYHApO4HOIO  MH(OPMALMOHHOTO OOMEeHa WH(OPMAUUOHHbIE CUCTEMbI MOOPA3AENATCA Ha
CUCTEMBI, UMEIOLLME NOOKIMIOYEHUS, N CUCTEMbI, HE NMEIOLLME NOOKIIOYEHW.

11. Tlo pexumy 00paboTkMm nepcoHanbHbIX [aHHbIX B MHAOPMALMOHHOW  cucTteme
WH(OPMaLIMOHHbIE CUCTEMbI NOAPA3AENOTCA Ha OAHOMNONb30BaTENbCKNE U MHOFONONb30BaTeNbCKME.

12. Mo pasrpaHnyeHnto npaB [docTyna nonb3oBarternenl WHMOPMaUMOHHbIE  CUCTEMBI
noapasfensTca Ha cuctemMbl 6e3 pasrpaHuUdeHus NMpaB AOCTyrna M CUCTEMbI C pasrpaHUYeHMeM npasB
gocTtyna.

13. VIHhopMaLMOHHbIE CUCTEMBI B 3aBUCMMOCTM OT MECTOHAXOXAEHUA UX TEXHUYECKMX CpeacTB
noapasaensTCca Ha CUCTEMbI, BCE TEXHUYECKME CPEACTBA KOTOPbIX HAaXOAsTCs B npefenax Poccwuiickon
depepaumm, N CUCTEMBI, TEXHUYECKME CPEACTBA KOTOPbIX YAaCTUYHO WIW LENMKOM HaxOoAsTcsl 3a
npegenamm Poccuiickon egepauun.

14. Tlo pesynbTataMm aHanu3a MWCXOOHbIX [AaHHbIX TUMOBOW WMHAOPMALMOHHOW CUCTEME
npuceanBaeTcs OQUH U3 CrneayoLL X Krnaccos:

knacc 1 (K1) - nHdopMaLMOHHbIE CUCTEMbI, OIS KOTOPbIX HapyLleHne 3aJaHHOW XapakKTepuCTUKu
6e30nacHOCTU MepcoHanbHbIX AaHHbIX, obpabaTbiBaeMbIX B HUX, MOXET NPUBECTU K 3HAYUTENbHbLIM
HeraTMBHbIM NOCNeACTBUAM A11S CYEbeKTOB NepcoHarbHbIX AaHHbIX;

knacc 2 (K2) - nHgopMaLMOHHbIE CUCTEMbI, A4S KOTOPbLIX HapyLleHne 3adaHHOW XapaKTepPUCTUKM
DOesonacHOCTM nepcoHanbHbIX AaHHbIX, obpabaTbiBaeMblX B HUX, MOXET MNPUBECTU K HEraTtuBHbIM
nocneacTeusAM Anst Cy6beKkToB NepCcoHanbHbIX AaHHbBIX;



knacc 3 (K3) - nHgopMaLMOHHbIE CUCTEMbI, OS5 KOTOPbLIX HapyLleHne 3adaHHOW XapakKTepPUCTUKM
DesonacHOCTN nepcoHanbHbIX AaHHbIX, 0bpabaTbiBaeMbIX B HUX, MOXET NPUBECTU K HE3HAYUTENbHbIM
HeraTUBHbIM MOCNEACTBUAM AN CYOBEKTOB NEpPCOHAaNbHbIX AaHHbIX;

knacc 4 (K4) - nHdopmaUNOHHbIE CUCTEMBI, ANSl KOTOPbIX HapyLleHne 3adaHHOW XapaKTepucTUKu
DOesonacHOCTM NepcoHarnbHbIX AaHHbIX, oObpabaTbiBaeMblX B HUX, He MNpMBOAUT K HEraTMBHbIM
nocneacTeusaM Anst Cy6beKkToB NepCcoHanbHbIX AaHHbIX.

15. Knacc TmnoBon MHOpMaLNOHHON CUCTEMBI ONpeaenseTcs B COOTBETCTBMM C Tabnuuen.

X \X 3 2 1

I HIO
kaTteropua 4 K4 K4 K4
xKaTeropmusa 3 K3 K3 K2
xKaTeropmusa 2 K3 K2 K1
kaTteropma 1 K1l K1l K1

16. MNo pesynbTaTamMm aHanmsa UCXOAHbLIX AAHHbLIX Kracc cneumanbHON MHAPOPMAaLNOHHOW CUCTEMBI
onpegensieTca Ha OCHoBe MoAenu yrpo3 6e30nacHOCTW NepCcoHanbHbIX AAHHbIX B COOTBETCTBMM C
MEeTOANYECKMMM [OKYMeHTamu, paspabaTbiBaeMbiMU B COOTBETCTBUM C MyHKTOM 2 [locTaHoBneHus
MpasuTtensctea Poccuickon ®egepaumm ot 17 Hos6psa 2007 r. N 781 "O6 ytBepxaeHun NonoxeHnsa ob
obecneyeHnn 6e30nacHOCTM NepcoHarnbHbIX AaHHbIX NpY X obpaboTke B MHPPOPMALMOHHBLIX CUCTEMaX
nepcoHanbHbIX AaHHbIX" <*>.

<*> CobpaHue 3akoHogaTenbcTBa Poccuinckon ®enepaummn, 2007, N 48, yacts Il, cT. 6001.

17. B cnyyae BblgeneHus B coctaBe MHAOOPMALMOHHOW CUCTEMBbI MOACUCTEM, Kaxaas U3 KOTOpbIX
ABNAeTcad MHAPOPMAaLNOHHON cucTemMon, MHAOPMAaLIMOHHOW cucTeme B LIENOM MpucBanBaeTCs Kracc,
COOTBETCTBYHOLUIA Hanbornee BbICOKOMY KIaccy BXOASALLMX B HEE NOACUCTEM.

18. PesynbTaTbl knaccudukaumm MHPOPMALMNOHHBIX CUCTEM OMOPMASAIOTCA COOTBETCTBYHOLLNM
aKTom onepartopa.

19. Knacc uHopmMaunoHHOM CUCTEMbI MOXET ObiTb MEPECMOTPEH:

Mo peLIeHno orepaTtopa Ha OCHOBE MPOBEAEHHBIX MM aHanu3a U OLEeHKU yrpo3 0e3onacHoCTu
nepcoHasnbHbIX AaHHbIX C y4eTOM OCOGEHHOCTEN M (MNM) M3MEHEHUN KOHKPETHOM WMHAOPMAaLMOHHON
CUCTEMBI;

no pesynbTaTam MEpPOMNPUATMIA MO KOHTPOMKO 3a BbINOMIHEHWEM TpeboBaHUM K obecneyeHuto
©e30nacHOCTU NepPCOHarnbHbIX AaHHbIX NPy X 06paboTke B MHGOOPMALMOHHOW CUCTEME.




